


From:
To: CMTEDD FOI
Subject: FOI request
Date: Tuesday, 30 November 2021 6:00:20 PM

CAUTION: This email originated from outside of the ACT Government. Do not click links or open
attachments unless you recognise the sender and know the content is safe.

Hello,

I'm writing to request all documents prepared in relation to providing a media statement to
The Canberra Times on Wednesday, November 24 regarding the public release of a
spreadsheet containing workers' compensation details on the Tenders ACT website.

I'm also requesting the documents prepared in relation to Procurement ACT's
correspondence with the ACT Human Rights Commission and the Office of the Australian
Information Commissioner about the spreadsheet between November 24 and November
30, along with any other documents prepared by Procurement ACT in relation to the
spreadsheet between December 12, 2017 and November 30, 2021.

Please do not hesitate to contact me regarding the scope of my request.

Yours sincerely,





Searches were completed for relevant documents that relate to the second point of your 
request and four documents were identified that fall within the scope of your request. 

I have included as Attachment A to this decision the schedule of relevant documents. This 
provides a description of the documents that fall within the scope of your request and the 
access decision for each document. 

I have decided to grant access in full to three documents and partial access to one 
document as I consider it to be contrary to the public interest information under  
Schedule 1. 

My access decisions are detailed further in the following statement of reasons and the 
documents released to you are provided as Attachment B to this letter. 

In accordance with section 54(2) of the Act a statement of reasons outlining my decisions 
is below.  

Statement of Reasons  

In reaching my access decisions, I have taken the following into account: 

• the Act; 
• the content of the documents that fall within the scope of your request; 

Exemption claimed  

My reasons for deciding not to grant full access to the identified document are as follows: 

Contrary to the public interest information under schedule 1 of the Act 

Paragraphs 20, 22, 23 and part of paragraph 24 on pages 4 and 5 of the identified 
documents contain information that is subject to legal professional privilege and is 
considered to be contrary to the public interest information under section 1.2 of Schedule 
1 of the Act.  

These paragraphs contain information sent to the Office of the ACT Government Solicitor 
for the purposes of obtaining legal opinion. I consider the advice in this document is 
subject to legal professional privilege as it was brought into existence for the dominant 
purpose of providing a legal opinion. This information can only be released if the parties 
involved agree to waive that privilege.  
 

I am satisfied that this material attracts legal professional privilege and, unless privilege 
has been waived, is exempt under Schedule 1 s1.2 of the Act. 

Charges 

Processing charges are not applicable for this request because the number of pages being 
released to you is less than the charging threshold of 50. 

Online publishing – Disclosure Log 

Under section 28 of the Act, CMTEDD maintains an online record of access applications 
called a disclosure log. Your original access application, my decision and documents 
released to you in response to your access application will be published on the CMTEDD 
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Chief Minister, Treasury and Economic Development Directorate 

 

To: Special Minister of State Tracking No.: CMTEDD2021/5912 

Date: 29/11/2021  

CC: N/A 

From: Glenn Bain, Executive Group Manager, Procurement ACT 

Subject: RFT 29736.110, Workers Compensation Claims Administration Services 

Critical Date: 30/11/2021 

Critical Reason: To advise of the referral of the matter to privacy oversight bodies including 
the Office of the Australian Information Commissioner. 

 
• UT   30/11/2021 
• A/g DUT BPI  30/11/2021 

Recommendations 

That you: 

1. Note the information regarding the release of information relating to RFT 
29736.110, Workers Compensation Claims Administration Services; 

Noted / Please Discuss 

2. Note the information regarding notification to privacy oversight bodies; and 

Noted / Please Discuss 

3. Note the measures in place or currently being implemented to address the 
identified risks. 

Noted / Please Discuss 

 
 

 

Chris Steel MLA ………………….. .... .. . .. ..…....................   ..…/.…./ …. 
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Minister’s Office Feedback 
 
 
 
 

Background 

1. With support from the Goods and Services Branch (Goods and Services), the 
Workplace Safety and Industrial Relations (WSIR) team in CMTEDD, conducted an 
open tender for a new ACT Government workers compensation administrator. 

2. Goods and Services assisted WSIR to prepare the documents to inform the approach 
to market. The procurement proposal was presented to the Government 
Procurement Board (GPB) for Strategic Review (first pass) on 12 December 2017 and 
a subsequent Procurement Review (second pass) on 27 March 2018. The material 
presented to the Board provided a comprehensive description of the proposed 
procurement strategy including the documents originally put out to market. The 
spreadsheet in question was issued as an addendum rather than in the original 
tranche of material put to market, and was not part of the material presented to the 
GPB. The risk register provided to the GPB did not reflect any specific privacy 
matters. 

3. On 24 April 2018, Procurement ACT facilitated the release of RFT 29736.110, 
“Workers Compensation Claims Administration Services” (RFT) on the eTendering 
platform TendersACT. Section 6.2.4 of the RFT specified that “Tenderers will be 
issued with the ACT Government Claims Data. The Claims Data is classified as 
Confidential Information and will only be provided to Tenderers that have signed and 
returned the Confidentiality Agreement”. 

4. On 30 April 2018, the details of an industry briefing to be held on 8 May 2018 were 
issued under Addendum 1 to the RFT. Potential suppliers were required to sign the 
deed of confidentiality before participating in the industry briefing. The deed of 
confidentiality covered the arrangements for any information provided to potential 
suppliers. 

5. On 8 May 2018, workers compensation claims data (claims data) was sent directly by 
email to potential suppliers who had signed the deed of confidentiality. The subject 
matter was noted in Addendum 2 to the RFT, which included other materials 
released more broadly under this addendum. 

6. The procedure at the time for responding to queries about tenders involved Goods 
and Service Procurement compiling the queries into a pro forma and providing that 
to the business unit to provide responses for release as Addenda. In this case, in 
response to tenderer queries, the expanded data set containing a further ten years of 

Cc Chief Minister, Minister Rattenbury, Minister Stephen-Smith and Minister Gentleman.
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confidential claims data was prepared by the business unit and provided to Goods 
and Service Procurement for release. 

7. The form of distribution for this material was changed from direct email to provision 
through TendersACT; however, there appears to have been a breakdown in internal 
communications such that rather than releasing the updated claims data only to 
Tenderers who had signed the deed of confidentiality it was made available to all 
registered users of TendersACT on 21 May 2018. 

8. The de-identified claims data set contained a range of data items relating to all ACT 
Government workers compensation claims from 1989 to 2018. This included birth 
year, gender and occupation of the affected party, along with details relating to the 
injury including the location of the injury on the body, and the relevant medical, 
rehabilitation and other costs. 

9. The RFT closed at 2:00pm on 30 May 2018. At this time, the TendersACT platform 
restricted the access to the RFT documents to only ACT Government administrators. 

10. On 29 February 2020, as part of a refresh to the TendersACT platform, the contracted 
service provider migrated the platform to the Consolidated Tenders cloud service. 
Consolidated Tenders is a multi-tenanted site that also serves as the eTendering 
platform for the Victorian and South Australian Governments (and, at the time, some 
Queensland local governments).  The release of the new cloud solution changed the 
restrictions on access resulting in previously awarded tender documents again 
becoming accessible to TendersACT registered users.  

11. The functional change in accessibility of awarded tenders was not advised to 
Procurement ACT. Procurement ACT was not aware of this functionality change until 
24 November 2021, when it was made aware that the documents for the RFT in 
question were accessible. 

12. On 24 November 2021, the Canberra Times approached the ACT Government seeking 
information regarding the availability of the compensation claims data on 
TendersACT. 

Issues 

13. Procurement ACT has reviewed the download reports associated with the RFT. After 
the initial analysis, Procurement ACT has been able to obtain more specific 
information on user activity relating to access to the claims data. 

14. Between 21 May and 30 May 2018, 19 unique registered users of TendersACT 
download the claims data a total of 35 times. 

15. Between 6 September and 24 November 2021, eight unique registered users of 
TendersACT download the claims data a total of 16 times. In total there were 51 
downloads by 27 users. Further detail on the unique registered users is provided at 
Attachment A. 
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16. A technical fix was released on TendersACT on 24 November 2021, to restrict access 
to all previously closed and awarded tender documents to ACT Government 
administrators only. 

17. Procurement ACT has submitted a Security Incident Report for consideration by the 
CMTEDD Security Team in addition to instigating a Security Assessment with the 
vendor for TendersACT. 

18. Since its establishment in July 2019, Procurement ACT has enhanced the security 
provisions when managing open tender opportunities requiring the release of 
confidential material. Procurement ACT has been using the TendersACT closed secure 
tender box functionality to allow confidential material to be accessible only to those 
registered users that meet certain criteria, for example, by signing deeds of 
confidentiality. This approach creates a tighter security control than what was in 
place in 2018 for the provision of confidential information and allows for enhanced 
auditing of access and better download reporting. 

19. As part of more recent planned enhancements to internal processes and security 
provisions, Procurement ACT has commenced work to digitise requests to publish 
tender opportunities on TendersACT, as well as additional workflow approvals 
through TendersACT. Security enhancements support the mandatory collection of 
data relating to the delegate approval and any relevant privacy assessments and 
considerations. Additional workflow approvals allow Procurement ACT to perform a 
final quality assurance on behalf of the Territory prior to the release of each tender 
and addenda. 

20.

21. Procurement ACT has contacted the ACT Human Rights Commission alerting them to 
the release of this data. A copy of the letter is at Attachment B. Procurement ACT has 
also prepared a self-referral letter to the Office of the Australian Information 
Commissioner seeking advice and guidance on the appropriate action to be taken. A 
copy of the letter is at Attachment C. 

22.

Schedule 1 1.2

Schedule 1 1.2
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23.

24.  As noted in paragraph 3 above, the terms and conditions of the RFT prohibit the 
distribution of tender documentation including the claims data set. Procurement ACT 
is contacting each party that accessed the data set in 2021 requesting that the 
material is not copied or shared and is destroyed.  

 A copy is at Attachment D. 

Financial Implications 

25. Funding may be required to make any technical changes to TendersACT identified 
through further investigation of this matter.  

Consultation 

Internal 
26. The CMTEDD Security Team has been consulted regarding the possible security 

breach. 

27. WSIR has been consulted in the preparation of this brief. 

Cross Directorate 
28. The ACTGS has provided advice. 

Work Health and Safety 

29. ACTPS officers who have lodged a workers compensation claim within the period 
identified in the claims data may be affected by the media scrutiny associated with 
this issue. 

Benefits/Sensitivities 

30. A number of unions have consulted with their members regarding the release of the 
claims data that may contain information relating to their members. 

Communications, media and engagement implications 

31. Since 24 November 2021, there has been a number of articles in the Canberra Times 
regarding this matter. Following the outcome of the referral to the Office of the 

Schedule 1 1.2

Schedule 1 1.2

Schedule 1 1.2
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Australian Information Commissioner, and as new information comes to light, 
communication material will be prepared for your consideration. 

 

Signatory Name:  Glenn Bain Phone: x76569  

Action Officer: Sanaz Mirzabegian Phone: x53777   

Attachments 

Attachment Title 
Attachment A Unique users who downloaded the claims data set in 2021 
Attachment B Letter to the ACT Human Rights Commission 
Attachment C Letter to the Office of the Australian Information Commissioner 
Attachment D Draft e-mail to parties that downloaded the claims data in 2021 

 























Dear Registered TendersACT User 
 
RFT 29736.110 – Workers’ Compensation Claims Administration Services 
 
The Territory’s records indicate that [you /name of organisation] may have accessed or downloaded 
tender documents in relation to the above tender (RFT Material).  
 
The RFT Material was not intended to remain accessible on the Tenders ACT website during the time 
you may have downloaded it and has since been removed from that website. Please note this matter 
is being referred to the Office of the Australian Information Commissioner. 
 
The Territory requests that [you/name of organisation] not copy the RFT Material and destroy all RFT 
Material in all formats in which it may have been retained. 
 
Under the TendersACT terms of use, the distribution or re-transmission of RFT Material to any third 
party without the prior written permission of the Territory is strictly prohibited. Please let us know if 
you are aware of any such distribution or re-transmission. 
 
Queries in relation to this letter may be directed to myself via TendersACT@act.gov.au.  
 
I thank you for your assistance. 
 
Yours sincerely, 
 

 
Glenn Bain,  
Executive Group Manager, 
Procurement ACT 
 




