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1. INTRODUCTION

Dynamic Wireless was contracted by the ACT Government for the purposes of providing a technical review of
one of their free public Wi-Fl proposals, submitted by iiNet, as part of a recent tender for providing free Wi-Fi
across Canberra.

This report is the deliverable to the ACT Government, of which the purpose is to evaluate the risks associated
with their proposal, risks associated with individual items within their proposal, and provide an overall
recommendation based on the total risk.

An overview of the evaluation criteria used to review iiNet's proposal and assign risks, is provided below:

) Executive Summary
) Technical Review

o Solution Quality Review
i. Wi-Fi Technology Design
ii. RadioSpecificationsEvaluation

t. Receive (RX) Sensitivity
2. AO2.7tn MtMO Capability

iii. Hardware Environmental Ratings/SuitabilityforOutdoors
iv. Wireless Network Management System
v. Additional Features

o Solution Upgradeability
i. Hardware Upgradeability
ii. Firmware Upgradeability

o Client Security Features
i. Wireless Encryption and/or Authentication
ii. Firewalls
iii. Filtering Capability (Viruses and Malware)

o Solution Scalability
i. CoverageScalability
ii. Client Capacity Scalability

o Open Network Standards Compliance
i. Wireless Technology based on Open Standards
ii. lntegration with Open Network Standards

o TechnicalFeasibility
i. Proven Technology or Cutting_Edge Technology

_ ii. History of Technology being used in Wireless Broadband Deployments
) Non-Technical Review

o Vendor Suitability
i. Local Hardware Vendor Support Availability
ii. Hardware Vendor Size and Stability
iii. Number and size of deployments globally
iv. Wireless/Radio Technology patent Search
v. Vendor Commitment to product Development and Firmware Updates
vi. Warranty and Expected Equipment Lifetime

) Cost Accuracy Review
o Hardware and lnstallation Cost
o Maintenance Cost

> lmplementation Timeframe Review
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2. SUMMARY OF EVALUATION

2.T RISK ANATYSIS METHODOLOGY

Dynamic Wireless has chosen a five-fold risk analysis method, whereby the following five reviews were
conducted, and a risk assigned to each type of review, based on the average of the individual review items
within each risk review. The sum of all five risk reviews were then added together and the average taken, in
order to arrive at a total risk score representative of all the risks. A diagram allowing you to visualise what
this looks like is provided on the following page. Furthermore, this risk review also allows the reviewers of
this report to delve further down into each risk review and individual risk items as required.

Dynamic Wireless believes that such a methodical risk evaluation, where the average is taken of the sum of
all risks, provides for a more granular approach and hence more accurate final risk calculation.

The five risk reviews are listed in the table below, with a further explanation about each type:

To review iiNet's each and every response to
the 'Attachment L - Technical and Cost
Returnable Schedule' document.

All 49 response items were
reviewed and assigned a risk from

) to 5 (Extreme

TechnicalReview

To review a selection of technical
specifications and criterion deemed
important to the ACT Government's Free Wi-
Fi Project, pertaining to iiNet's proposed
hardware (Huawei, and Cisco as their

16 technical review items assigned
a risk from 1 (Very-Low) to 5
(Extreme)

Non-Technical
Review

To review a selection of non- technical
criterion deemed important forthe purposes
of evaluating iiNet's chosen vendors
(Huawei, and Cisco as their alternative

7 non-technical review items
assigned a risk from 1 (Very-Low)
to 5 (Extreme)

To review iiNet's proposed costs and
determine whether it represents value for
money and whether it is above or below the

industry benchmark.

Assigned a risk from 1 (Very-Low)
to 5 (Extreme), based on Dynamic
Wireless cost calculations.

lmplementation
Timeframe Review

To review iiNet's proposed implementation
timeframe and determine whether it is
reasonable by industry standards, and
whether the month-by-month rollout
schedule is reasonable.

Assigned a risk from 1 (Very-Low)
to 5 (Extreme), based on Dynamic
Wireless cost calculations.

COMMERCIAI 1N CONFIDENCE 15 December 2Ol3 5lPage
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A diagram showlng Dynamic Wireless's Five-Fold Risk Review Methodology is provided below:
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lmplementation
Timeframe
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2.2 SUMMARY

lmportant Note:

Please note that due to iiNet essentially having an N+L proposal, whereby if their Huawei proposal is not
accepted then they will offer an alternative backup Cisco proposal; it is not possible to review their proposal
without reviewing the risks associated with Huawei and Cisco separately. Therefore for whichever risk items
were affected by the hardware being either Huawei or Cisco, these were recorded and then added up
separately in order to arrive at separate overall risk scores for both Huawei and Cisco solutions.

Based on the calculated risk scores below, iiNet's proposal (either Huawei or Cisco) represent a Low-Risk
solution and Dynamic Wireless recommends their proposal to the ACT Government. However our
recommendation would be to not choose Huawei, until such a time as iiNet is able to provide detailed
technical and radio specifications for the proposed Huawei access points, controller and wSight management
software. Only after these items have been submitted by iiNet, can the technical evaluation be completed in
its entirety and an informed decision made. lf it is not possible to gain access to this information, Dynamic
Wireless recommends the ACT Government obtain a copy of iiNet's alternative Cisco proposal for review.

) iiruet proposes "to build Austrolio's most technologicolty odvanced Wi-Fi network in Canberro, "r;technology borrowed from gigobit-speed LTE standords thot have not yet been deployed outside of
triols ot this time." As there is no publicly available information (no data sheets or other information
that Dynamic Wireless could find at the time of this review), nor has this information been supplied
by iiNet as part of their proposal; there is no way of evaluating these latest Aps from Huawei in
order to determine how exactly they have borrowed technology from gigabit-speed LTE standards,

COMMERCIAL IN CONFIDENCE 15 December 2Ol3 TlPage
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and to also evaluate and compare their AP radio specifications (RSS|, transmit power, environmental
ratings etc) against other leading carrier-grade wireless mesh hardware in the market.

) As the Huawei technology being proposed by iiNet has not been deployed outside of China, it does
represent a risk like all cutting-edge technology with limited deployments do.

> Huawei's existlng mesh AP (AP661ODN-AGN) receive sensitivity levels are 3-4 dBm lower than Cisco's
mesh AP, which can potentially results in a mesh AP density, and capital expenditure increase of up
to 30% depending on the terrain.

) ilNet's response does not address how they include levels of protection for viruses. They do not
mention any hardware appliances or methods used to filter and protect users from viruses. Cisco and
other well known vendors do provide such hardware appliances. cisco for example provides it's
lronPort Sophos Anti-Virus Technology. As this is a mandatory requirement for the ACT Government,
this has been assigned an Extreme risk level.

) iiNet states that 'ti'Net will use its own internol customer experience meosurement systems to
determine the service levels for customers, including those that use the wi-Fi networks.,, Thrs
statement however, contradicts this ACT Government's clause which states "rhese minimum
contrdct monogement service levels will be developed in conjunction with the successful supplier ond
will be designed to ensure thot the network Iunctions os proposed." on lhe facts, it appears that iiNet
are going to use their own performance metrics, and not take into account any Acr Government
input into defining performance metric levels and how they will be measured. For this reason, a risk
level of 5 (extreme) has been assigned, until such a time as this is clarified. The ACT Government
should enquire into this.

ACT 6OVERNMENT
TECHNICAI. REVIEW OI IINET's FREE PUBLIC W.FI PROPOSAL
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3. TECHNICAL AND COST RETURNABLE SCHEDULE REVIEW

Each of iiNet's responses to the criteria items within the Technical and Cost Returnable Schedule were thoroughly evaloated for any technical rislc and
assigned either a 'complia nce Risk Rating'ofeither 1(very-Low Risk),2 (Low Risk),3 {Medium Risk),4 (High Risk) ors (Extreme Risk). commenrs asto whythe
risk rating was given are provided, along with any anomalies disaovered within iiNet's response, which the AcT Govern ment sho uld ;eview and raise with iiNet
ifnecessary.

2. Technical

2.2 GeneralWi-Fi
Requirements
(Essential)

Although the Wi-Fi services on 20 buses is an R&D exercise, iiNet states that coverile will not be
integrated with the greater Wi-Fi service to avoid interference issues. Although this is fine for the initial
R&D exercise, in the longer term if the Canberra-wide Free Wi-Fi network expands, then the onboard bus
router's Wi-Fi should also be used as a backhaul to the Canberra-wide Free Wi-Fi network. Thus the
mobile router can become backhaul-agnostic and switch between either 3G and Wi-Fi depending on what
coverage the bus receives. For example, when a bus passes through a Wi-Fi coverage area such as the bus
stations, or public parks, passengers data will be transmitted over Wi-Fi instead of the 3G network, thus
saving data and therefore money.
The entire network will support 2.4 GHz and 5 GHz bands, which is a must nowadays.
Dynamic Wireless agrees that 802.11b clients should not be allowed on the network, as they can slow
down all other clients on the wireless network should they connect.
Dynamic Wireless agrees that 802.11ac does not currently represent good value for pubic Wi-Fi, as there
are simply very client radios in the market which support this new standard. However this is changing
rapidly, more details are provided on this later in the report.
Dynamic Wireless agrees with the target platform for compatibility will be an Apple iphone5 or Samsung
54, as iOS and Android represent 925% of the world-wide smart phone OS market, as of 2e13, according
tO I DC. Source: http://www.idc.com/qetdoc.isp?containerld=orUS2425741 3

Ease of Use - The free network will be open, making it easier to connect to. This is the best method of
allowing free users onto a network as it minimizes support issues.
Corporate users will use WPA2/Enterprise, and be standards based. iiNet are referring to such standards
based authentication such as RADIUS which is an industry standard for providing secure access to
wireless.

Evaluation Criteria

Compliance Risk
(1-Very Low,2-l-ow,3-

Medium Risk,4' High Risk, 5-

Extreme Riikl

Comments

ls

1. Mandatory
Requirements

L
No Comments
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Commercial and free users will use different networks, which is a good p"r.t'* *hi.h ".",*,segregation of sensitive/confidential commercialclient data, from free client data.

2.3 Services and
Support (Essential)

oAlthoughtheWi.Fiserviceson20busesisanR&Dexercise,adownloadti.it@
does not seem a reasonable amount of data transfer by today's standards. According to the website HTTP
Archive, which regularly studies the top 10,OOO most-visited sites online, the average web page now
weighs in at about 1.3 megabytes, up about 35 per cent in the last year. HTTp Archive suggests the
average web page when browsing on a mobile device - accounting for the fact that some websites have
mobile-optimized pages and others don't - is about 720 kilobytesl. Considering that most passengers
take return journeys on buses, L0 MB will get used up very quickly on a smart phone or tablet. This
equates to viewing about 7 web pages for each one-way journey. Somewhere between 25-50 MB would
be more suitable. Dynamic Wireless recommends that ACT Government staff conduct their own tests
using their smart phones built-in data usage statistics (or 3rd part data usage tracking application) to
track how much data is being used across a sample of bus journeys, using regular websites which
passengers are likely to use such as Facebook, lnstagram, News sites, mobile banking etc. Based on these
tests, an accurate download limit can be set, as this limit should be intended to block high usage
(youtube etc) users, and not every passenger who is simply viewing a few websites on their journey each
way.

2.4.1 Wireless
Standards (Essential)

       
Dynamic Wireless agrees that 802.11ac does not currently represent good value for pubic Wi-Fi, as
there are simply very few client radios in the market which support this new standard. However, it is
important to note that 802.11ac is expected to rapidly gain traction, and according to a study done by
CNET (an American tech media website that publishes reviews, news, articles, blogs, and podcasts on
technology and consumer electronics globally), devices with the 802.11ac specification are expected tobe common by 2015 with an estimated one billion spread around the world.
Source:

Therefore, although no outdoor mesh APs are yet available with 802.11ac radios yet, and not a risk to
this project currently, the technology could be 2 years away from large-scale proiiferation and should
be monitored. However as indoor APs from Huawei and Cisco are now shipping with g02.11ac radios,
iiNet's proposal to install an 802.11ac capable AP in a public library as a demo site is highly
recommended by Dynamic wireless, not just for the purposes of sati user curiosity, but for ACT
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Government to closely monitor and record the percentage statistics of 8O2.LLac clients connecting to
the wireless network. Only in this way can the ACT Government monitor 802.11ac trends on the Free
Wi-Fi Network, to enable planning for future upgrades. Considering the speed at which 802.11ac may
proliferate, it would be advisable to have more than just one site with an indoor 802.11ac capable Ap
installed, for example maybe 5 APs at 5 different types of sites such as business centre, park, bus
station, educational precinct etc. This would allow 802.11ac trending to be performed across a wider
audience variety, than those that just go to the library.

FYI - iiNet states that Today, approximately 2% of usage occurs on 5GHz. This figure seems
exceptionally low, as due to the latest smart phones and tablets now being shipped with dual-band
2.4/5GHz radios, usage in the 5 GHz spectrum is increasing dramatically and can be as high as 50% of
total users. Dynamic Wireless has witnessed this statistic when monitoring thousands of connected
wireless clients for a major University.

2.4.2 Technology,
Capacity and Capability
(Essential)

AstheHuaweitechnologybeingproposedbyiiNethasnotbeendeployed@
represent a risk like all cutting-edge technology with limited deployments do. Also, due to the unavailability
of detailed radio specifications and data sheets for these new access points, Dynamic Wireless was unable
to conduct an evaluation on this new hardware, and instead has based its evaluation on Huawei's
previous/older wireless mesh APs, which are already deployed around the world.  

             
     

Seamless handoff (i.e. roaming) between APs using centralised controllers has been yyl11-proven over the
past decade, by such vendors as Cisco.

)v*eEEi:
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4- lf Huawei chosen
1- lf Cisco chosen

2.4.3 Connectivity
Tvoe lHiehlv-Desirablel

1
No Comments

2.4.4 Handoff
(Essentiall 1

2.4.5 Supported
Aoolications (Essential) L

No Comments

2.4.5 Traffic
Prioritisation (Haehly-

Desirablel
t

No Comments
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2.4.7 Quality of Service
(Essential)

iiNet states that "/t is very challenging to deliver iiNet's quolity expectations to buses. This is becouse
mobile network coveroge is not perfect, and o bus may have enough possengers on it to overload o
mobile network connection." This can be mitigated by having dual-sims in the mobile wifi router,
thereby providing backhaul-agnostic bandwidth over 2 wireless carrier networks. Although it does cost
more, it ensures a more stable backhaul connection and experience to users, and if both sims are used
concurrently, provides double the bandwidth. An example of this is the University of eueensland,s
deployment on all CityCat boats along the river, where each carrier they tested had coverage holes
around the river, hence they decided to use multiple sim cards connecting to two carriers in order to
even out the coverage and provide the best experience possible. lcomera has a product which even
supports up to 8 sims, so all 3 mobile networks (Telstra, Optus, Vodaphone) could be used as backhaul
if required. The real issue here is cost. A good compromise would be to find which combination of two
carriers in Canberra will provide the best coverage in the Free Wi-Fi network coverage areas across
canberra, and use the two that provide the best converged coverage.

2.4.8 Roaming
Agreements (Essential)  and as stated by The Canberra Times "Ihe top five source markets for

internotional visitors to Canberra in terms of visitor numbers were Chino (12.1 per cent), the US (L1.g
per cent), Singopore/Molaysio/Thoiland/Hong Kong (70.7 per cent), the United Kingdom (9.6 per cent)
and New Zealand (8.0 per cent)."

2.4.9 Security and
Filtering (Mandatory)

COMMERCIAT IN CONFIDENCE 15 December 2OL3 12 lPage
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2.4.12 Architecture and
Design (Essentia!)

iiNet states that "Roaming ond meshing will be proprietory as there is not yet an industry supported
open stondard for Wi-Fi meshing.'This is correct, as all mesh vendors have developed their own
proprietary meshing algorithms. The best wireless mesh vendors have proprietary mesh protocols
incorporating powerful smart meshing algorithms, such as Cisco's Adaptive Wireless Path protocol
(AWPP). Dynamic Wireless was unable to find much information about how Huawei's meshing
protocols and algorithms differ from the other vendors in the market. However this is only a slight risk
as all vendors algorithms follow similar optimal path calculation rules, so for this reason a risk of 2 was
assigned.

o Like licensed microwave links, a point to point wireless Ethernet bridge in the 24 GHz unlicensed
wireless band provides carrier grade wireless backhaul. 24 GHz wireless backhaul is ideal for point to

wireless bridges in areas where there is a lot of wireless interference.
o iiNet's response accepted Prima Faci. No other way to check this.

2.4.L5 Wireless
Network Equipment
(Essential)

As the Huawei technology being proposed by iiNet has not been deployed outside of China, it does
represent a risk like all cutting-edge technology with limited deployments do. Also, due to the
unavailability of detailed radio specifications and data sheets for these new access points, Dynamic
Wireless was unable to conduct an evaluation on this new hardware, and instead has based its
evaluation on Huawei's previous/older wireless mesh APs, which are already deployed around the
world.
However iiNet has mitigated this risk by preparing an option for a similar state-of-the-art Cisco
hardware at a higher cost. should the ACT consider Huawei equipment to be unsuitable.
The proposed alternative Cisco solution hardware is exactly what Dynamic Wireless would also propose
for the ACT Governmenlg_!1gS urLtLProject. ln providing wireless consulting services to airports and

COMMERCIAL IN CONFIDENCE 15 December 2013 13 lPage
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mining sites in Australia, the above Cisco wireless infrastructure has been previously recommended by
Wireless as being suitable for such large campus/municipal deplovments.

2.4.20 Health and
Safety (Essential)

As long as Huawei or Cisco wireless mesh APs are compliant with the mandatory ARPANSA Standard EME
Exposure Limits, via complying with ACMA's Radiocommunications (Electromagnetic Radiation - Human
Exposure) Standard 2003, then iiNet will be compliant. The fact that such hardware is imported into
Australia by the vendors, implies compliance to these standards, as the fines are very high for non-
compliance. 

2.4.2L Subscription
Levels (Highly-
Desirable)

Dynamic Wireless has always advised its own wireless customers to limit the number of simultaneous
connections per AP to 30 (15 per 2.4 and 5 GHz radio) in order to ensure 1+ Mbps of throughput (from a

54 Mbps radio) to each client, assuming all clients are downloading at the same time. This is the worst
case scenario at maximum capacity, which will likely never occur. Typically it is safe to assume a 20%
network utilisation ratio at any point in time. Therefore 31 clients per AP x 2OYo = -5 clients, which
equates to 3+ Mbps for each client. iiNet has allowed for 2 Mbps for each free client, which equates to a
network utilisation of around 30%.

Therefore in summary, iiNet has designed the network to support a high number of simultaneous
connections, exceeding the generally accepted minimum of 20% utilisation.
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