




















2013.23179.210 - Free Public WiFi Capabilities.

GENERAL REQUIREMENTS

Respondent

iiNet Limited
ABN 48 068 628 937

Responsible person:
John Edwards

National Infrastructure Manager

Respondent’s Executive Summary

iiNet wishes to build a meaningful free Wi-Fi network in the ACT in collaboration with the
ACT Government

iiNet subsidiary Internode has been operating free public Wi-Fi networks in Adelaide since
2003, and this same team is now building a national iiNet capability.

iiNet expects that the ACT will match its contribution with access to public assets and the
maximum available funding to improve the coverage and depth of the solution. This will
cement the ACT’s position as a technology leader, and provide an engagement platform for
residents.
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TECHNICAL AND COST RETURNABLE SCHEDULE
FOR RESPONSES TO THE RFP

Note: No word limits apply to the Respondent’s Response.

The Territory is seeking detailed responses from Respondents comprising the following:
1. ASSUMPTIONS

Respondent to detail any Assumptions which underpin their Response (for all Technical and Cost
components of the Response), below:

iiNet has assumed that it will receive an agreement with the ACT to utilise public
infrastructure such as ducts, fibre and street lights to complete the solution.

It is assumed that iiNet will receive unfettered access to experts and decision makers
employed by the ACT government, to consult on decisions relating to areas such as
electrical power, design, asset management, safety and bus electrical systems.
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Free Wi-Fi Service

iNet will provide a basic Wi-Fi service for non-commercial purposes that allows web
browsing, common apps and email at no cost to end users. The service will be
limited to modest 2mbps speeds, and bandwidth-hungry applications that are not
in the spirit of free Wi-Fi will be blocked (ie: bittorrent peer-to-peer file sharing)

Where and when the ACT has declared a disaster, limitations on the free service will be
lifted to free up mobile networks and allow families and businesses a maximimised
opportunity to communicate.

Coverage
iiNet will provide coverage to town centres in:

* Belconnen

* Braddon

* Bruce

* (CBD/ Civic
* Dickson

* Parkes

Further coverage will be provided (subject to private agreements) at the Canberra
International airport, and Hospitals within the ACT.

iiNet will provide outdoor Wi-Fi coverage at up to 330 sites.

A large number of public spaces have a TransACT Supernode present, which will be able to
provide data and power to Wi-Fi AP’s. iiNet will deploy outdoor Wi-Fi at these locations
subject to an agreement with Actew/AGL for use of their poles.

Bus interchanges will have outdoor coverage at:
* Cohen St Bus Station
* Belconnen Westfield Bus Station
* Belconnen Community Bus Station
* City Bus Station
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The entire network will support 802.11a, 802.11g and 802.11n protocols.

iiNet’s target platform for compatibility will be a handheld smartphone device such as an
Apple iPhone5 or Samsung S4.

Ease of use

iiNet will provide portal methods for connecting to Wi-Fi that require no typing or user
interaction beyond accepting the terms and conditions. The free network will be open,
which will make connecting to it easier than most people’s secured home networks.

Hotspot 2.0

Internet Protocol

The netwaork will support both IPv4 and IPv6 protocols, like the iiNet Wi-Fi network does in
Adelaide.
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Commercial users and free users will use different networks to reach the internet.
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Tech
Final

Free service

The Free Service will be limited to 2Mbps and restricted to web browsing and email, along
with common apps used on smartphones and tablet devices. It may be supported by
advertising, or commercial analytics services derived from the usage of the network.

The Free service will include support via community channels (ie: Twitter or Whirlpool)
along with a helpdesk phone number and email support during ACT business hours.

The Free service will be open, and data will be un-encrypted.
Free Service on buses

The free service offered on buses will be subject to available mobile data speeds as an
aggregate limit.

A download limit of 10mb per device per day will be applied to allow fair access to all bus
riders. This limit will be regularly reviewed.

Should an individual bus exceed 20gh download in a month, the free wi-fi will be disabled
to prevent cost overruns.

Commercial Services

The commercial services will have no restrictions on types of usage. iiNet at its discretion
may apply a 100mbps speed limit to commercial services to ensure fair usage of wireless
resources. Commercial services by default will be limited to 5 simultaneous devices per
login.

Commercial services will not be supported on mobile bus Wi-Fi access points.

iiNet business will provide corporate or wholesale plans to entities wishing to use the
network for groups of users or M2M devices.
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Data

iiNet will provide data to the government as aggregate statistics that do not breach privacy
laws for individuals. iiNet is also subject to the privacy provisions of the
telecommunications act. iiNet considers mac addresses to be personally identifiable
information.

Where iiNet aggregates data to conceal personal information, a minimum of 5 data points
will be required to prevent individuals from being exposed (ie: the coffee shop owner who
is always the first person to use the Wi-Fi each day, and might be identifiable even with all
the usual data scrubbed). Data that does not meet this criteria will not be included in
reports.

Normal data will be sanitised as tabular data and suitable for publishing under open data
schemes, such as data.gov.au. Examples of data shared will include:

* Counts of users using the network by time of day

* Geolocations of access points

* Ranking of popularity of access point by user count and data consumed

* Statistics showing % fractions of device type and protocol used

Analytics reporting will be available as a commercial service.

Events

iiNet will build 10 mobile access points to be used at events to increase the capacity of
existing Wi-Fi. They will form a pop-up mesh network. 5 of these access points will include
batteries to allow them to operate at events without AC power available.

The ACT will be allowed to nominate 3 events each year that iiNet will service at no charge
and have priority over commercial bookings.

iiNet will bring the mobile access points to events that it sponsors in the ACT.

The mobile capability will be available for deployment should a disaster be declared in the
ACT.
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2013.23179.210 — Free Public WiFi Capabilities.

2.4.7 AQuality of Service (Essential)
Respondents are to identify how their solution can provide different levels of quality of
service, security and other characteristics for multiple domains over a single physical
network.

iiNet will only build high quality networks. To do otherwise would create unacceptable
damage to our brand reputation and cause unwanted additional load on our busy call
centres. This response will deliver a network of high quality.

iiNet will use 10Gb capable equipment in the core to deliver this service, and
dedicated gigabit links to each root access point. The network has been designed in
such a way that it is easy to augment capacity by simply adding additional access
points in any area that congestion occurs.

As a guideline, QoS will be provided using methods compatible with ITU
recommendation Y.1541 Network performance objectives for IP-based services.

iiNet will map users with different classes of service into different vlans within the
network, where the aggregating equipment will make decisions on priority.

Some WMM will be used to enforce priority levels, particularly over air interfaces
between mesh access points.
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2.4.8 Roaming Agreements (Essential)
It is expected that roaming agreements would be setup between the Network
Operator and other Service Providers to allow subscribers of all participants to gain
access to the network using the same credentials. It is desirable to provide for
seamless roaming to and from the proposed service and other hotspot networks
(public library etc) without the need to re-authenticate.

iiNet proposes guest level access to allow users to access the service as a guest
regardless of their service provider. However, this free Wi-Fi access will restrict users
to Internet and Mail traffic, will not be encrypted and will time-out requiring the
guest to log back into the network on a regular basis. Roaming agreements will allow
other customers of service providers besides iiNet to overcome these limitations.
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2.4.9 Security and Filtering (Mandatory)

The network is to include appropriate proactive security measures, both physical and
logical, to prevent and mitigate risk of attacks.

The network is also to include appropriate levels of protection for viruses and other
malicious programs. Respondents are to identify the multilayered security capabilities
of their solution. Respondents are also required to provide details of how their
solution could restrict access to undesirable and inappropriate material.
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2.4.10 Privacy (Essential)
Respondents are to ensure that all customer data held by the organisation is managed
within appropriate privacy policies and in a manner that meets all relevant privacy
legislation. Respondents are invited to submit information on the privacy policies of
their proposed solution. Respondents are also invited to submit information on how
the privacy of customer data traversing their network will be maintained.

iiNet will not secure the data transmissions of guest users on the free Wi-Fi service, as
itis not technically possible on an open network. Users will be advised of this
limitation as part of the terms and conditions of use.

As a carrier, iiNet is subject to the privacy requirements of the telecommunications
act in addition to general corporate privacy legislation. The iiNet privacy policy can
be found at http://www.iinet.net.au/about/legal/privacy.html

Where data is shared with third parties for purposes besides law enforcement,
including the principle, it will only be shared in an aggregated and “anonymised” form
that does not allow end users to be identified. This will include time-domain and
location “anonymisation” such that aggregate stats will not show data where less
than 5 users are involved. Mac addresses and hashes of mac addresses are
considered to be identifying information, and will not be shared.

iiNet has already started a compliance program for new privacy legislation to be introduced
in 2014. iiNet has recently appointed a senior compliance officer who specialises in
online privacy.

Page 24 of 62
7 November 2013

Technical and Cost Returnable Schedule
Final






2013.23179.210 - Free Public WiFi Capabilities.

2.4.12 Architecture and Design (Essential)

Respondents are to provide a technical architecture of how the network would be

deployed addressing backhaul, roaming, standards-based technologies, security
standards, and radio interference, congestion and delay minimisation measures.

The network has been designed for high quality access and efficient handoff to a
wired network. While meshing is deployed to reduce costs and increase coverage,
iiNetis careful not to do this at the expense of quality and performance. ’

[ | I. This
adds resiliency to the network in the event of an equipment failure, and guarantees
high performance along with the ability to utilise 5Ghz spectrum for end users. Some
Wi-Fi solutions only use the 2.4 Ghz spectrum for end users and utilise 5Ghz
spectrum exclusively for backhaul.

iiNet has minimised single points of failure in the network, and designed enough capacity to
upgrade hardware without severely impacting the operation of the network.

iiNet proposes to use its own and the ACT Government fibre assets where

possible. In short, the commercial architecture is as follows:

L] The ACT Government will pay for the majority of access points required
for outdoors areas, buses and at tourist attractions. ACT Stadiums are
out of scope.

* iiNet will contribute fibre, VDSL2, operations, bandwidth and all access
points for indoor sites as required.
. iiNet will contribute 20 bus access points as an R&D exercise

Tech
Final
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2.4.14 Regulatory and Legal Requirements (Essential)
Respondents will be required to meet all Carrier and/or Carriage Service provider
licensing obligations and radiofrequency licensing at their cost. All relevant
requirements for the support of emergency calls, provision of location information to
Emergency Service Operators, downloading of prohibited material, and lawful
interception will also need to be addressed. Respondents must state how these and
any other relevant regulatory and legal requirements will be met with their solution.

liNet will meet all of its carrier licensing obligations. As the operator of Australia’s
largest free Wi-Fi network, iiNet already has a relationship with Federal agencies for
interception and a dedicated security team. iiNet has consulted to the Attorney
General’s Department on Wi-Fi security and interception and helped to define policy
in this area.
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2.4.15 Wireless Network Equipment (Essential)
Respondents are to provide details of the wireless network equipment proposed to be
deployed to support the network and services outlined. In particular, the space and
electricity requirements associated with the equipment are to be clearly identified.

Respondents are required to detail costs associated with the acquisition, installation,
provision and maintenance of the ealiinment

The proposed models to be used are:

* WA251DT-NE, with external 5ghz antennas for outdoor deployment
* WAZ201DK-NE for deployment under outdoor ceilings or indoor settings

Both of these AP’s are capable of 450Mbps aggregate throughput.

The outdoor equipment is rated to IP66, and is pictured at the end of this section.
The physical dimensions of the outdoor unit are 260 mm x 260 mm x 73 mm.

They are expected to draw about 12W of power under normal operations, however
are designed for 24W.,

The device is powered from 240V AC or POE. iiNet will deploy a special fibre “backpack”
as part of the solution.

The iiNet engineering team has performed an RF hazard analysis of Wi-Fi units for an
electricity utility elsewhere in Australia and found them to emit 30x less radiation
than aniPhone 4S.

iiNet will be responsible for delivery and storage of equipment at its Ainslie
warehouse during deployment. iiNet will maintain the equipment from a spares
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