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4.2.5 Additional Hardware Features
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4.3 SOLUTION UPGRADEABILITY
4.3.1 Hardware Upgradeability

The key determinant in the upgradeability of iiNet's proposed wireless mesh network, are the connecting of
outdoor root access points back to TransACT hub sites, using Gigabit fibre optic links. This inherently allows
for future upgrades as Wi-Fi technology improves and newer standards result in higher data transmissions
being required from the mesh APs. As iiNet states "Each link will have optical characteristics that allow it to
be upgraded to 10-gigabit Ethernet without additional works, should the need arise."

As the latest 802.11ac standard is initially designed to support up to 1.69 Gbit/s (Cisco's 3700 Series supports
up to 1.3 Gbit/s for example), and eventually a theoretical 6.77 Gbit/s; iiNet's installed Gigabit fibre optic
links to mesh APs would immediately be able to support 802.11ac mesh APs when they arrive to market, and
with an upgrade to 10 Gbit/s Ethernet without additional works, be able to support all future MCS data rates
included within the 802.11ac standard.

Hardware Upgradeability
As stated by iiNet, "Each link will have optical characteristics that allow it to be upgraded to
10-gigabit Ethernet without additional works, should the need arise."

Fibre

VDSL2

Huawei and Cisco mesh APs are not able to be hardware upgraded to newer radio standards
Mesh AP such as 802.11ac. No other vendor has provisioned their products for such upgrades either.
The mesh AP would need to be replaced in order to support future Wi-Fi standards.

e Huawei's indoor APs don't appear to support any future hardware upgrades to its radios.
e Some of Cisco's indoor range (such as the 3600 and 3700 Series APs) support future radio
Indoor AP upgrades via expansion slots which allow for future 802.11ac radio modules to be added
once released. The 802.11ac Wave 1 module is now available for the 3600 series AP,
whilst the Wave 2 module for the 3700 series AP will be released in 2015.

4.3.2 Firmware Uparadeabilitv

Both Huawei and Cisco hardware (controllers and APs) are firmware upgradeable, and both vendors release
updates on a regular basis.
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4.4 CLIENT SECURITY FEATURES
4.4.1 Wireless Encryption and/or Authentication

The encryption and authentication methods being offered by iiNet below for each user type are sufficient,
and generally used in similar deployments around the world.

4.4.2 Firewalls

4.4.3 Filtering Capability (Viruses and Malware)
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4.5 SOLUTION SCALABILITY

4.5.1 Coverage Scalability

Therefore iiNet has ensured scalability for all future data rates within the 802.11ac standard. To reiterate
what was mentioned previously in this report, as the latest 802.11ac standard is initially designed to support
up to 1.69 Gbit/s (Cisco's 3700 Series supports up to 1.3 Gbit/s for example), and eventually a theoretical
6.77 Gbit/s; iiNet's installed Gigabit fibre optic links to mesh APs would immediately be able to support
802.11ac mesh APs when they arrive to market, and with an upgrade to 10 Gbit/s Ethernet without
additional works, be able to support all future MCS data rates included within the 802.11ac standard.

4.5.2 Client Capacity Scalability

Dynamic Wireless has always advised its own wireless customers to limit the number of simultaneous
connections per AP to 30 (15 per 2.4 and 5 GHz radio) in order to ensure 1+ Mbps of throughput (from a 54
Mbps radio) to each client, assuming all clients are downloading at the same time. This is the worst case
scenario at maximum capacity, which will likely never occur.

Typically it is safe to assume a 20% network utilisation ratio at any point in time. Therefore 31 clients per AP
x 20% = ~6 clients, which equates to 3+ Mbps for each client. iiNet has allowed for 2 Mbps for each free

client, which equates to a network utilisation of around 30%.

Therefore in summary, iiNet has designed the network to support a high number of simultaneous
connections, exceeding the generally accepted minimum of 20% utilisation.
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6. COST ACCURACY REVIEW

6.1 HARDWARE AND INSTALLATION COST

iiNet's proposed cost has been assigned a risk level of 2 (Low-Risk). A risk level of 1 (Very-Low Risk) can only
be assigned if iiNet were to provide a complete breakdown of costs, which they are not expected to provide.
By only providing high-level pricing with no breakdown of each individual component, this will always carry
some level of risk, hence the risk assignment has been increased from 1 (Very-Low Risk) to 2 (Low-Risk).

Dynamic Wireless's experience with various large network systems integrators, has found the following
approximate figures to hold true in the market, with regards to wireless mesh networks implementations:

D Hardware Cost: 70% of total proposal cost
2 Physical Installation Cost: 20% of total proposal cost
2 Professional Services Cost: 10% of total proposal cost

Cost Table 1:

! The physical installation cost can be roughly broken down into each respective installation cost per
hardware component, using the '% Of Total HW Cost' provided in Cost Table 2 over the page.
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Cost Table 2:

Note: The costs per unit provided by iiNet were used, as these are reasonable prices and similar to such
wireless hardware on the market, such as Cisco.
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6.2 MAINTENANCE COST

Dynamic Wireless's experience with various large network systems integrators, has found the following
approximate figures to hold true in the market, with regards to annual maintenance costs for a wireless
mesh network in the first five (5) years, and represents reasonable value for money:

D 1st Year Maintenance: 10% of total solution cost (hardware + installation)
D 2nd Year Maintenance: 12% of total solution cost (hardware + installation)
D 3rd Year Maintenance: 14% of total solution cost (hardware + installation)
D 4th Year Maintenance: 16% of total solution cost (hardware + installation)
D Sth Year Maintenance: 18% of total solution cost (hardware + installation)

It is normal for the cost of maintenance to increase by a few percent each year, as the age of the hardware
increases.

Applying the above figures to iiNet's maintenance cost over 5 years, yields the following result:
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7. IMPLEMENTATION TIMEFRAME REVIEW

With regards to iiNet's indicative timings for the implementation, their 12 months to install, test and
commission Canberra's Free Pubic Wi-Fi Network seems reasonable and is achievable.

However, the amount of time taken to implement a wireless mesh network is directly linked to how many
resources (i.e. install staff, technical staff, coverage surveying staff etc) are assigned to the project. As iiNet
have not provided any details on their resource allocation to the project, it is hard to put their indicative
timings into perspective and gauge if they have under-allocated, or allocated ample resources to the project.
Dynamic Wireless recommends that the ACT Government request iiNet for a more extensive resourcing
schedule, such as in Microsoft Project format, thereby making it far easier to assess their project
implementation timeframe risk. It may not be possible for them to come up with such a detailed project plan
right now, but they should provide at the very least, more information as to the resources they are assigning
to the implementation.

Given the above limitation with reviewing iiNet's indicative timings, the following important project
milestones have been listed, and timeframes assessed:

Milestone Total Time Taken Review/Comments

Identifying 2 Months (From iiNet has allocated 2 full months to these negotiations, which is good.

Mounting End of Month 2to | Getting the appropriate approvals to mount on government buildings,

Assets End of Month 4 which may come from many different government departments, is
usually a tricky and time-consuming process with mesh wireless
deployments. Two full months should be sufficient for this.

Backend Not Applicable iiNet states in '2.10 Whole of Life Support (Essential)' that "The

Infrastructure network will be commissioned as it is built. It is expected that from the

Installed first day there will be an operational Wi-Fi service available." This

implies that the required backend infrastructure is already in place and
will be commissioned as it is built, and therefore does not pose any risk
to the implementation timeframe.

10 mobile 1 Month (By End 1 mobile AP installed every 2 days. This is ample time.
APs Installed | of Month 1)
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Dynamic Wireless has extensive experience in performing indoor and
outdoor GPS-calibrated outdoor coverage surveys and in our
experience, it would take the following time to perform (if conducting
a full AirMagnet coverage survey which maps the signal strength and
other metrics to a floor plan or Google Earth map if outdoors):

> 315 Indoor Coverage Surveys: 2 months
> 330 Outdoor Coverage Surveys: 2 months

Therefore it would take a single person 4 months to compete 645
separate surveys in total. To achieve the 2 months allocated by iiNet,
they would need to put at least 2 staff members on this job full-time.
Dynamic Wireless recommends that the ACT Government ask iiNet for
a detailed site survey schedule, and how many staff they plan to
assigned to this task.

In addition, we would advise the ACT Government to seek more
answers from iiNet as to their coverage surveying
procedures/technique and what survey software they use (AirMagnet,
Ekahau etc).

Important Note:

As a general rule it is recommended NOT to use an integrator to
perform post-installation coverage surveys, if they were the ones who
installed the wireless access points. This is for obvious reasons, as they
have a vested interest in the results being favourable. It is
recommended to use an independent company for performing such
surveys, who can provide a an independent view of the coverage and

any gaps.
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