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CMTEDD information Privacy Policy
[bookmark: _Toc29302985][bookmark: _Toc138162444]About this Privacy Policy
[bookmark: _Toc29302987][bookmark: _Hlk32238265]The Information Privacy Act 2014 (the Information Privacy Act) is the law that we, (the Chief Minister, Treasury and Economic Development or CTMEDD) and all ACT public sector agencies[footnoteRef:1] must follow when handling your personal information. [1:  Section 9, Information Privacy Act 2014, a public sector agency includes…’a Minister, an administrative unit (directorate), statutory office holders and their staff assisting them, territory authorities and instrumentalities, ACTTAB Ltd, an ACT Court or an entity prescribed by regulations’.
] 

The Information Privacy Act has a set of 13 principles called the Territory Privacy Principles (TPPs). We must apply the TPPs when we collect, store and secure, use and disclose, provide access to or when correcting your personal information.
The Information Privacy Act also requires that we:
· provide you with a Privacy Notice that tells you about why we are collecting your personal information and how we might use or disclose it.  Our Privacy Notice is available to download [PDF 413KB] [Word version 182KB]; and 
· have a current and up to date Privacy Policy that tells you how we will handle personal information when carrying out our functions and activities, this document is our Privacy Policy.
[bookmark: _Toc138162445]What is personal information?
‘Personal Information’ is defined by the Information Privacy Act as:
‘information or an opinion about an identified individual, or an individual who is reasonably identifiable– whether the information or opinion is true or not; and whether the information or opinion is recorded in a material form or not’.
[bookmark: _Toc29302988]Under the Information Privacy Act, personal information does not include ‘personal health information’. Personal health information or health records we handle are protected and governed by the Health Records (Privacy and Access) Act 1997. 
What is sensitive personal information?
‘Sensitive information’ is a subset of personal information and includes:
· racial or ethnic origin
· political opinions
· religious beliefs or affiliations
· criminal record
· philosophical beliefs
· membership of a political association
· membership of a trade union
· membership of a professional or trade association
· sexual orientation or practices
· biometric information (including photographs, video recordings and audio recordings of you)
· genetic information.
[bookmark: _Hlk31125427]Sensitive information is handled with additional protections. This includes protecting the security of the information and seeking consent when information collected for a primary purpose will be used or disclosed for an unrelated function or activity i.e., a secondary purpose (unless a permitted exception under the TPPs or law applies).
[bookmark: _Toc29302989][bookmark: _Toc138162446]What is personal health information?
Personal health information or health records held by the Directorate are protected and governed by the Health Records (Privacy and Access) Act 1997.
Personal health information is defined as:
‘any personal information, whether or not recorded in a health record—relating to the health, an illness or a disability of the consumer; or - collected by a health service provider in relation to the health, an illness or a disability of the consumer.’
This policy also covers in part the requirements of Privacy Principle 2 – Purpose of collection to be made known and Privacy Principle 5 – Information relating to records of the Health Records (Privacy and Access) Act 1997. For more information about how we will handle personal health information in accordance with Privacy Principle 2 please refer to the CMTEDD Privacy Notice.
[bookmark: _Toc138162447]Anonymity and pseudonyms
When dealing with us you will have the option of remaining anonymous where practical, for example, when calling on the phone to make a general enquiry. Some activities or functions may allow you to use a pseudonym (a made-up name), for example, when participating in certain online forums.
You may need to identify yourself before we can provide you with certain information or services. If you choose to remain anonymous or use a pseudonym, we may not be able to assist you.
If you volunteer information about your identity when using a pseudonym, we will not link your identity to the pseudonym unless you consent, or the collection is required or authorised by law, or it is impracticable for us not to.
[bookmark: _Toc29302986][bookmark: _Hlk31124643][bookmark: _Hlk29391130][bookmark: _Toc138162448]Which public sector agencies does this policy apply to?
[bookmark: _Hlk32238240][bookmark: _Hlk31124598]This policy applies to CMTEDD and several associated public sector agencies.
CMTEDD has responsibility for privacy matters, including privacy complaints and breaches under certain administrative arrangements:
· [bookmark: _Hlk32238295]Access Canberra
· ACT Motor Accident and Insurance Commission
· ACT Government Procurement Board
· Motor Accident Insurance Scheme (MAIS)
· ACT Executive
· ACT Insurance Authority
· ACT Remuneration Tribunal
· Default Insurance Fund Manager
· ACT Construction Occupations
· Director of Territory Records
· Lifetime Care and Support Fund
· Office of the Nominal Defendant for the ACT, and
· Office of the Registrar-General.
The following public sector bodies have their own Privacy Policies or statements:
· Cultural Facilities Corporation web privacy statement is available at http://cmag-and-hp.s3.amazonaws.com/heracles-production/bd9/580/536/bd9580536d45cfcccfc34ca3f2e8d44340ea9a613916531d71e528a5c92f/cfprivacy.pdf
· Gambling and Racing Commission Privacy website statement is linked to the ACT Government Privacy statement available at https://www.act.gov.au/privacy
· Independent Competition and Regulatory Commission Information and Privacy page contains the Commission’s Privacy Policy available at https://www.icrc.act.gov.au/about-us/privacy
· Long Service Leave Authority Privacy Policy is available at https://actleave.act.gov.au/privacy-policy/, and
· The ACT Revenue Office Privacy Policy is available at https://www.revenue.act.gov.au/privacy.
[bookmark: _Toc29302990][bookmark: _Toc138162449]The kinds of personal information we collect and hold
We will only collect personal information about you that is reasonably necessary for, or directly related to one or more of our functions or activities. This may include, but is not limited to:
[bookmark: _Hlk31703325]your name
contact details (phone numbers, address, postal address, and email address)
gender
date of birth
identity information
your views, opinions and feedback when engaging with us,
personal health information (*see note below), and
government related identifiers (for example Centrelink numbers).
We may also collect information about your personal circumstances such as your: 
marital status
education status
details of family members
occupation or employment status, including employment or work histories,
the peak body or community organisation you represent
citizenship, immigration status or passport details
licenses held and applied for, and
financial and taxation details.
Sensitive information the Directorate collects and holds may include but is not limited to:
racial or ethnic origin
religious beliefs or affiliations
union membership
sexual orientation
criminal convictions
photographs, and
video and audio recordings.
*Note: The Information Privacy Act does not define ‘personal health information[footnoteRef:2]’, as sensitive information. All health records held by the Directorate are protected and managed in accordance with the Health Records (Privacy and Access) Act 1997. [2:  Personal Health information’ as defined in s4 of Health Records (Privacy and Access) Act 1997.] 

For more information about the kinds of personal information we collect for specific purposes, functions or activities, please refer to the section – Purposes for which we collect, hold, use and disclose personal information. 
[bookmark: _Toc138162450]How we collect and hold your personal information
We collect, hold, use and disclose personal information about you that is reasonably necessary for, or directly related to, one or more of our functions, services or activities. This known as the primary purpose[footnoteRef:3] of collection. [3:  The ‘primary purpose’ is the specific function or activity for which the public sector agency collects the personal information (p21 of the Australian Privacy Principles guidelines: Privacy Act 1988 (2018), Office of the Australian Information Commissioner (OAIC).] 

[bookmark: _Toc29302992][bookmark: _Toc138162451]When will we collect your personal information?
We may collect personal information about you when you:
fill in one of our paper or online forms,
send us a letter, email or fax,
contact us via phone or through a hotline,
use online platforms to post comments and provide feedback, for example YourSay Conversations engagement website, and the YourSay Panel,
communicate through social media platforms,
create an account to access or use services online, and
speak with one of our staff over the phone or use TTY or TIS services.

We may also collect your personal information when:
you participate in community consultations, forums, submissions, surveys and research (this includes collection of your personal information by another ACT Government directorate for inclusion in various whole of government online platforms); i.e., Community Relationship Manager (CRM),
you make a complaint, or someone makes a complaint about you,
we receive a ‘tip-off’ or ‘dob-in’,
we undertake data matching,
you apply for inclusion in a register, a license or permits, i.e., Working with Vulnerable People card, driver’s license, Proof of Identity Card etc.,
we require it for taxation purposes,
you or your organisation apply for funding or grants, or other financial assistance,
you make a payment to the ACT Government,
you participate in a recruitment/employment process,
you are contracted to provide a service,
you volunteer,
you are a statutory office holder,
we undertake enforcement or compliance activities,
you subscribe to an email distribution list to receive information from us,
you request access to information, including under the Territory Records Act 2002, or make a Freedom of Information (FOI) request, and
you participate in a meeting, consultation or committee, and
[bookmark: _Toc29302993]in person when requesting a service or assisting with an ACT Government enquiry e.g., at an ACT Government shopfront or as part of a regulatory, compliance or investigatory activity.
[bookmark: _Toc138162452]How we collect your personal information
[bookmark: _Toc29302994]Confirming your identity
We require you to verify your identity when: 
we collect your personal information to provide you with specific information or services, or 
we are authorised or required by law to identify you.
We will collect personal information needed to verify your identity. Sometimes we will need to collect and hold the identifying information. Other times, we may only need to ‘sight’ your identity documents and record the type of identity document and its details. This document may be a driver’s licence, birth certificate, passport, or other acceptable form of identifying personal information.
If you contact us by telephone, and we need to verify your identity to provide you with specific information or a service, we will ask a series of identifying questions. If you choose not to identify yourself (remaining anonymous or using a pseudonym), or where we cannot satisfactorily verify your identity, we may not be able to provide you with some services or information.


ACT Digital Account
The ACT Digital Account may also be used to verify your identity.  The ACT Digital Account provides users with one account to create a verified digital identity to access and transact with a growing number of ACT Government services online. 
With consent
Usually, we will seek your consent when we need to collect your personal and sensitive information for one or more of our functions and activities, or for a directly related purpose. 
The law permits us to collect information about you from other person(s) or third parties where:
· you have given your consent to a person or third-party you have authorised to give us the information; and
you have been given a privacy notice at the time of collection advising you from whom we may collect your personal information, for example:
· the Executive or other ACT Government directorates,
· Australian government and state/territory agencies or authorities,
· ACT Government contracted service providers, and
· community or not-for-profit organisations and peak bodies.
[bookmark: _Toc29302995]Without consent
We may collect personal information without your consent where it is reasonably necessary for, or directly related to one or more of our functions and activities. We may also collect your sensitive information without consent from third parties such as other ACT Government directorates, Australian or state/territory governments, and law enforcement agencies or bodies. We will only do this where permitted under the Information Privacy Act, for example, where: 
required or authorised by or under an Australian law, a court or tribunal order, or
reasonably necessary for or directly related to an enforcement body’s functions or activities, 
necessary to prevent a threat to the life, health or safety of one or more individuals, or to public health or safety, or
another permitted general situation under the TPPs applies.
We may also collect personal information about you without your consent from publicly available sources, such as websites and social media platforms like Facebook and Twitter. We may collect sensitive information about you when a member of the public provides information about possible fraudulent or illegal activities i.e., dob-ins.
If we do collect your personal and sensitive information lawfully from a third party without your consent, we will generally advise you of this prior to or at the time of collection. We will not notify you if it is unreasonable to do so, such as during an active fraud investigation.
[bookmark: _Toc29302996]Children and young persons – capacity and consent
The Information Privacy Act does not define an age when an individual can make their own privacy decision. When determining whether an individual aged under 18 years of age can provide consent, we refer to the Office of the Australian Information Commissioner (OAIC) guidelines on children, young people and consent.
In general, a person must have the capacity to consent and age is one element that may affect an individual’s capacity. Where a child or young person is under the age of 18 years of age, we will generally collect their personal and sensitive information with the consent of their parent(s) or legal guardian(s).
We may accept the consent of a child or young person under the age of 18 if we have assessed the individual as having the capacity to consent. Where it is not possible for us to assess the capacity of individuals on a case-by case basis, we may accept the consent of persons over the age of 15 years.
When assessing capacity to consent to the handling of their personal information, we consider an individual’s age, developmental level, maturity, if they can understand what is being proposed, and if they can form their own views and express those views freely.
Secrecy provisions and protected information 
[bookmark: _Hlk32238639]Your personal information may also be obtained and protected under laws that CMTEDD is responsible for that have information secrecy provisions. In general, secrecy provisions place prohibitions, or extra requirements or limitations, on how the information is to be protected and handled. Protected information may also contain personal or sensitive information.
The following are some examples of the kinds of prohibitions that may apply to the information protected by secrecy provisions:
authorising only certain persons to make a record of, use or disclose the information,
setting limits on the kinds of information or personal information that can be used or disclosed, and 
may limit or specify the external or third parties to whom we may lawfully disclose.
Examples of secrecy provisions that CMTEDD is required to comply with, but not limited to include:
Taxation Administration Act 1999 – Division 9.4
Gambling and Racing Control Act 1999 – sections 34 – 39,
Working with Vulnerable People (Background Checking) Act 2011 – section 65, and
Road Transport (Third Party Insurance) Act 2008 – section 271.
If an information secrecy provision permits the obtaining of information, the making of a record, or the use and/or disclosure of that information, if that information also contains personal or sensitive information, then that collection, use or disclosure will also be permitted under the Information Privacy Act.
[bookmark: _Toc29302997][bookmark: _Toc530136637][bookmark: _Toc530137293]Data matching
We may collect your personal information using data matching. In general, we use personal information for data matching that has been collected with your consent to: confirm the identity of an individual when handling two different sets of data, for compliance or enforcement related functions and activities, or where the law requires or authorises it.
We undertake data matching when providing the following services, functions and activities:
Digital Account – to verify your identity documents using the Document Verification Service (DVS). The DVS Privacy Statement is available at: https://www.idmatch.gov.au/privacy-security. 
The ACT Government uses DVS to compare your identifying information with a government record to verify your identity. The Digital Account provides individuals with control over who they share their data with on a consent basis, and where required or authorised by law to do so, or where consistent with the Information Privacy Act. For more information about how the ACT Digital Account will collect, use, and disclose your personal information, please see the ACT Digital Account Privacy Statement at: Privacy Statement (act.gov.au);
Rego.ACT – to confirm your license details with various Australian government agencies to verify your identity, detect fraudulent activity, and for compliance and other enforcement related functions and activities, and to confirm concession eligibility with Centrelink (Services Australia); and 
ACT Revenue Office – for the assessment and collection of ACT taxes, as well as administering concessions, rental bonds and certain grants, The Revenue Office may data match with other state/territory Revenue Offices’, and the ATO, Services Australia and other entities which is permitted by law.
[bookmark: _Toc29302998]Social Networking Services
If you use social media or networking sites like Facebook or Twitter to contact us, we generally will not collect your personal information. If we do collect any personal information about you when you use those sites, we will only collect information which is publicly available, and that is reasonably necessary for, or directly related to one or more of our functions or activities.
Your personal information may also be collected by those social networking services in accordance with their own privacy policies which can be accessed on their websites.
When using our website, you can refer to our Website Privacy Policy for more information about the personal and other information we may collect, store, use and disclose when using our website or online services.
[bookmark: _Toc29302999]Unsolicited information
Unsolicited information is personal or sensitive information we receive from third parties, that we did not ask for. For example, misdirected mail, or complaints that do not relate to our functions or activities.
If we receive unsolicited information, we are required under the TPPs to decide if we could have collected it lawfully. If we decide that we could not have collected it lawfully, we will either destroy the information or de-identify it.
[bookmark: _Toc29303000]Privacy Noticing
When we collect personal information about you, we are required to take reasonable steps to provide you with a Privacy Notice to tell you more about how we will handle your personal information including:
who we are and how you can contact us,
if we have collected your personal information from someone else (a third party) and the circumstances of that collection,
if a law authorises or requires the collection of your personal information and the name of that law,
the purposes for which we collect the personal information,
how you may be affected if we cannot collect all or some of the personal information we need,
the details of any agencies or types of agencies to which we usually disclose your personal information,
if we are likely to disclose your personal information to an overseas recipient, and the countries those recipients are in, and
where to locate this Privacy Policy, including how you can:
· access your personal information,
· make a complaint about a breach of your personal information, and how we will deal with that complaint; and 
· seek correction of your personal information.
We may provide you with Privacy Notices and policies in a layered fashion. You may be provided with a short notice when completing a paper or online form, or when accessing a portal or communication tools or certain online platforms i.e., YourSay, Digital Account. The short notice will advise you about where to find or locate more detailed information in our Privacy Notice, and in this Privacy Policy.
[bookmark: _Hlk29299698]This Privacy Policy should be read together with CMTEDD’s Privacy Notice and any specific privacy notices provided to you when we collect your personal information.
CMTEDD’s Privacy Notice is available at https://www.cmtedd.act.gov.au/legal/privacy and [PDF 413KB] [Word version 182KB].
[bookmark: _Toc29303001][bookmark: _Toc138162453]How we hold, secure and protect your personal information 
The Information Privacy Act requires us to take reasonable steps to ensure that the personal information we hold is kept safe, is secure and is protected from misuse, interference or loss and from unauthorised access, use, modification or disclosure.
Key policies and legislation that guide how the Directorate must handle and keep secure the personal information we hold include:
· ACT Government: Cyber Security Policy
· Cyber Security Framework
· Protective Security Policy Framework
· Access Control Policy
· Whole of Government Electronic Document and Records Management Systems Administration and Governance Policy
· Acceptable Use of ICT Resources Policy
· CMTEDD Records and Information Governance Program
· Territory Records Act 2002
The Territory Records Act 2002 establishes the framework within which we manage the records of our actions and decisions, which may include personal information. We maintain dedicated recordkeeping systems to manage both hard copy and digital records. Records, information and data that contain personal information may also be retained in business management and office productivity systems such as revenue management, financial management and case and customer management systems. 
We may also be required to protect your personal information under other legislation that places additional protections on it, or where governed by secrecy provisions, for example Tax File Numbers (TFNs).
When we no longer require the personal information we hold, will take reasonable steps to destroy the information or ensure that it is de-identified, consistent with our obligations under the Information Privacy Act, Territory Records Act and any relevant policies and laws.
[bookmark: _Purposes_for_which][bookmark: _Toc138162454]Whole-of-Government purposes for which we collect, use and disclose personal information
The ACT Government has integrated and consolidated many common functions across government to better coordinate and deliver services to the ACT public. procurement, finance, consultative activities, identity verification, and many regulatory services and activities. 
[bookmark: _Hlk46738119]The Whole-of-Government projects, programs, services and activities carried out by CMTEDD on behalf of, or as lead agency for the ACT Government, are set out in Annex A – Whole-of-Government purposes for which we collect, use and disclose personal information.
The personal and sensitive information collected by CMTEDD or other ACT Government Directorates when carrying out or delivering these functions, services or activities may be accessed, used, or disclosed to or by other ACT Government directorates, the ACT Executive, and contractors who perform various services for and on behalf of the ACT Government.
The purpose of the collection, use and disclosure of personal and sensitive information for those activities set out in Annex A., is for the primary purpose of:
· enhancing customer experiences and outcomes when transacting with the ACT Government by providing a one-stop shop via Access Canberra for customer and regulatory services,
· providing online tools and digital services,
· enabling lawful and transparent use of data and information sharing across ACT Government to support better communications and engagement with the ACT Government and reduce the effects of over consultation, and 
· providing a range of Information Communication Technology (ICT), financial and corporate services for the ACT Government and the ACTPS.
Please refer to the ACT Government Open Access website at https://www.act.gov.au/open-access for access to other Directorates policies and information. 
Alternatively, you may visit https://www.directory.act.gov.au for links to all ACT Government Directorates.  All Directorates provide links to their own Privacy Policies.
[bookmark: _Purposes_for_which_1][bookmark: _Toc138162455]Purposes for which CMTEDD collects, holds, uses and discloses personal information
[bookmark: _Toc138162456]Primary Purpose
The primary purpose for which we collect, hold and use your personal information, is to be able to effectively carry out our functions and activities or provide you with services.
Some of the common or primary purposes for which we collect, hold and use your personal information include, but are not limited to activities associated with the following:
ACT exempt insurers/exempt employees,
Administrative and communications support to various tribunals and secretariats,
Appointments to ACT Government Boards and Committees,
Business development, venues, events and arts,
Closed Circuit Television (CCTV) for security, monitoring and surveillance,
Complaints and investigations, including inspection and inquiry raised as post incident activity,
Community engagement, honours and awards,
Corruption, fraud and other investigations,
Compliance and enforcement activities including:
· application for licenses, permits and vehicle registration,
· traffic enforcement, and 
· Other registers 
Correspondence and communications,
Financial and economic management,
Freedom of Information (FOI) and Territory Records requests,
Grants,
Insurance purposes, 
Issuing of security passes,
Licencing, registrations, and accreditation, including the issuing of licences cards i.e. Drivers licences, Firearms, Proof of Identity, WWVP or NDIS, and security industry, building and construction occupation licencing, high risk work, and other occupations covered by the Automatic Mutual Recognition Scheme (AMR),
Procurement,
Property tenancies,
Quality assurance and internal audit,
Personnel information (ACTPS and contractors):
· Recruitment, Onboarding and ongoing employment,
· Workplace Behaviour matters,
· Injury and Illness Management, and
· [bookmark: _Hlk120193517]Workforce evaluation and planning
Public art records,
Revenue management,
Research,
Security, including Closed Circuit Television (CCTV),
Submissions and surveys,
Territory Records (access), and 
Waste and contamination management.
Use and Disclosure 
Some of the permitted secondary purposes we may use or disclose your personal information include where: 
you would reasonably expect us to use the information for the secondary purpose that is related (or directly related – in the case of sensitive information) to the primary purpose for which the information was collected,
the use or disclosure is required or authorised under or by an Australian law, or court order or tribunal, 
we reasonably believe that the use or disclosure is reasonably necessary for an enforcement body’s enforcement related function or activity (i.e., the intelligence gathering, surveillance, or monitoring of activities),
it is unreasonable or impracticable to obtain your consent, and we reasonably believe that use or disclosure is necessary to lessen or prevent a serious threat to the life, health or safety of any individual, or to public health or safety,
we have reason to suspect unlawful activity, or misconduct of a serious nature, that relates to our functions, and we reasonably believe that the use or disclosure of the information is necessary for us to take appropriate action,
we reasonably believe that the use or disclosure is necessary to help locate a person who has been reported as missing, or
another permitted exception under the Information Privacy Act applies. 
For more detailed information about the purposes for which we collect, hold, use and disclose personal information please refer to Annex B – Detailed purposes for which CMTEDD collects, holds, uses and discloses your personal information.
[bookmark: _Toc138162457]Disclosure to overseas recipients
We do not generally disclose personal information to any particular overseas recipients on a regular basis, or under any international agreements for information exchange.
We will usually obtain your consent in the unlikely event that disclosure to an overseas recipient is necessary which may be requested from any country. We will also take reasonable steps before disclosing the information, to ensure that the overseas recipient does not breach the TPPs.
Sometimes, we cannot be assured that the overseas recipient will handle your personal information in a similar way to how it is handled under the Information Privacy Act. We will advise you of this prior to seeking your consent to the disclosure of your personal information to any overseas recipient. 
Some of the ad hoc business purposes for disclosure to an overseas recipients may include: 
confirming with authorities in your country of former residence or citizenship that documents you have provided are genuine i.e., checking a motor vehicle license with the issuing authority of that country, Birth, Death and Marriage certificates where an Apostille or authenticity or certificate and translation has not been provided; or
International Engagement purposes to support and facilitate stakeholder engagement, and the organisation of foreign missions, delegations and visits.
In limited circumstances, there may be situations where it is impracticable to seek your consent prior to disclosing your personal or sensitive information to an overseas recipient. This exception to disclosure is permitted under the Information Privacy Act. For example, where the disclosure is reasonably necessary for an activity conducted by an enforcement body, and the recipient is a body that exercises functions similar to those exercised by an enforcement body.
We will update this Information Privacy Policy to reflect any new arrangements that result in the regular or usual disclosure of personal information to overseas recipients.
[bookmark: _Toc138162458]Use and storage of personal information in offshore clouds
In some circumstances, we may use contractors to provide services on our behalf, including service providers located outside of Australia. Contractors whether in Australia or overseas when handling personal information on our behalf, must comply with the Information Privacy Act and ensure that they do not breach the TPPs.
In some circumstances we or our contractors may need to use and store your personal information in offshore clouds or servers under contracted service arrangements. The use of offshore clouds under such arrangements is not considered a disclosure to an overseas recipient, but a use of that personal information. 
We will advise you when collecting your personal information if your personal information will be stored in an offshore cloud and where that cloud is located. 
The following programs or services use offshore clouds to store your personal information:
· YourSay Panel – uses Alida Community (Alida AU Pty Ltd) to store personal information in an offshore cloud in servers located in Singapore – Alida’s Privacy Policy is available at: https://www.alida.com/privacy-policy 
· ACTIA – uses Ventiv Technology Group International (Ventiv) who provide an insurance management system to store information relating to insurance claims that ACTIA receives. Ventiv’s Privacy Policy is available at: https://www.ventivtech.com/general/privacy-guidelines-and-principles;
· Communications and Engagement - uses Campaign Monitor to manage email subscriptions and to create, send and manage emails. Campaign Monitor’s Privacy Policy is available at: https://www.campaignmonitor.com/policies/#privacy-policy;
· Default Insurance Fund – uses Ventiv Technology Group International (Ventiv) who provide an insurance management system to store information relating to insurance claims that ACTIA receives. Ventiv’s Privacy Policy is available at: https://www.ventivtech.com/general/privacy-guidelines-and-principles; and 
· Office of the Nominal Defendant – uses Ventiv Technology Group International (Ventiv) who provide an insurance management system to store information relating to insurance claims that ACTIA receives. Ventiv’s Privacy Policy is available at: https://www.ventivtech.com/general/privacy-guidelines-and-principles.
Some of our web-based services and tools use overseas providers under contract to provide ICT services, please refer to our Website Privacy Notice section for more details. 
[bookmark: _Toc138162459]How you can access or correct your personal information
[bookmark: _Toc138162460]Access
You have the right to ask for (access) your personal information that we hold about you. You can ask in person, over the phone, or in writing. If you ask for access, we will take steps to verify your identity before we will disclose your personal information.
If you have asked another person to access your personal information on your behalf, prior to granting access, we will take steps to verify their identity and confirm they have your consent and authority to receive that information, before disclosing your personal information.
If your personal information is held by a business unit that provides public access or over-the-counter services, you may be able to ask for access in person. However, we have the right to refuse your request where: 
your personal information is not readily accessible, or is contained in a physical file that is stored somewhere else,
the personal information in your record also contains the personal information of other people or third parties, or 
another law protects or tells us how the information must be disclosed i.e., secrecy laws or laws which require a fee or form that must be used for disclosure. 
If we cannot give you access in person, you may be asked to:
make a written request,
use or complete an approved form (if one applies including paying any lawful fee); or 
make an FOI request where:
· there is third party personal information present, or
· if the amount of information is too big for counter staff to process.
If you request access to your personal information, we must provide you with access (in the way you requested if reasonable) within 30 days. If we refuse to provide access, we must advise you in writing (within 30 days of your request) of the reasons for refusal. Reasons for refusal may include where the information is subject to an exemption under the FOI Act, or where disclosure is not permitted under another law.
There are no review rights if we refuse a request for access. You may instead wish to make a request for access under the FOI Act (which does have review rights) or make a complaint to the Office of the Australian Information Commissioner (OAIC).
Further information about our FOI arrangements, including how you can apply for access, can be found on our Freedom of Information website.
[bookmark: _Toc138162461]How to request access
[bookmark: _Hlk31636954]When requesting access, you should first approach the relevant business unit or relevant officer in the Directorate who you believe holds your personal information.
Individuals can also request access to, or correction of, their personal information by contacting the Privacy Contact Officer via email to:
Email:	CMTEDDPrivacy@act.gov.au
Mail:	CMTEDD Privacy Contact Officer 
Chief Minister, Treasury and Economic Development Directorate
GPO Box 158 
CANBERRA ACT 2601
Are there any charges for access?
No, you will not be charged for making the request or accessing your personal information, unless a fee is required by law for the information. For example, births, deaths and marriages certificates requests may require you to pay a fee.
[bookmark: _Toc138162462][bookmark: _Toc404681617][bookmark: _Toc404681618][bookmark: _Toc404686313][bookmark: _Toc404686314][bookmark: _Toc405810144][bookmark: _Toc405810145][bookmark: _Toc406416085][bookmark: _Toc406416086][bookmark: _Toc411927142][bookmark: _Toc411948362][bookmark: _Toc411948526][bookmark: _Toc411948777][bookmark: _Toc412012921][bookmark: _Toc412113111][bookmark: _Toc414265587][bookmark: _Toc418771898]Correction
[bookmark: _Hlk31637001]You can ask us to correct your personal information we hold if you believe it is:
incorrect,
out-of-date,
incomplete,
irrelevant, or 
misleading.
[bookmark: _Hlk31637039]If you ask us to correct your personal information, we are required to take reasonable steps to do so, if having regard to the purpose for which it was collected, we agree the information is incorrect, out-of-date, incomplete, irrelevant, or misleading.
We may refuse a request to correct your personal information where we believe another applicable law prevents the correction, or if we do not agree that the information is incorrect, out-of-date, incomplete, irrelevant, or misleading. 
If we refuse to correct your record, and you ask us to make an associated statement (the statement can say why you believe the personal information is incorrect, out-of-date, incomplete, irrelevant, or misleading), we will do so.  We are not required to make an associated statement unless you specifically ask us to make one.
There are no review rights under the Information Privacy Act if we refuse to correct your personal information.  You can, however, seek amendment of your personal information under the FOI Act, which does have review rights, or make a complaint to the OAIC.
[bookmark: _Toc138162463]How to make a privacy complaint or report a privacy breach?
[bookmark: _Toc138162464]Making a privacy complaint
[bookmark: _Hlk31637071]If you want to complain about how we have handled your personal information you can phone us on 13 22 81 and request to speak with the CMTEDD Privacy Contact Officer. However, if you phone us, we will still ask you where, not unreasonable to put your complaint in writing, provide us with your name, address and phone number for contact, and enough information about the business unit or person you are making the complaint about. We can assist you to lodge your complaint if you need help.
We will acknowledge receipt of your complaint within five working days, and we will undertake an investigation into your complaint. In general, we aim to have completed our investigation within 21 working days and will endeavour to keep you updated regularly throughout the investigation.
[bookmark: _Toc138162465]Privacy data breaches
[bookmark: _Hlk4594766]We take your privacy seriously and will deal promptly with any unauthorised access, use or disclosure of your personal information.
The Office of the Australian Information Commissioner’s (OAIC’s) Notifiable Data Breaches Scheme (NDBS) does not apply to CMTEDD or other ACT public sector agencies unless:
· the information subject of the breach includes Tax File Numbers (TFN’s); or
· personal health information or is part of a health record.
Generally, the NDBS requires agencies to notify individuals whose personal information is involved in a data breach and to notify the OAIC where the breach is likely to result in serious harm to those individuals.
Although we are not required to notify under the NDBS, it is our policy to voluntarily report any significant privacy data breaches to the OAIC. We will seek the OAIC’s advice and assistance where we consider a breach may result in serious harm to affected individuals. This aligns with the NDBS and is keeping with best privacy practice.
[bookmark: _Toc138162466]Complaining to the Information Privacy Commissioner
You can make a formal privacy complaint to the Information Privacy Commissioner if you do not agree or are not happy with our response to your complaint, or you believe we have breached your privacy. 
Under an agreement with the ACT Government, the OAIC performs the role of the Information Privacy Commissioner for the ACT and manages complaints against ACT public sector agencies. The OAIC is an independent body that will assess your complaint and can decide if our actions are an interference with your privacy.
[bookmark: _Hlk46496235]Complaints made to the OAIC must be in writing and include your name, address and telephone number, and provide details of the subject of your complaint. Exceptions to this requirement may be made by the OAIC in circumstances where they consider a complaint made by phone appropriate. The OAIC can be contacted via: 
Mail: 	
	Office of the Australian Information Commissioner
	GPO Box 5288
	Sydney NSW 2001
Email:	 	Enquiries@oaic.gov.au
Complaints advice and form available at:
 https://www.oaic.gov.au/privacy/privacy-complaints/
Ph:		1300 363 992

[bookmark: _Hlk31637131]If your complaint or alleged breach is upheld by the OAIC and a decision is made, we will comply with any determination made by the OAIC. The OAIC’s decision may include remedies such as an apology, compensation, and to undertake actions such as amend policies, operations or processes to prevent further or similar interferences with privacy. 
[bookmark: _Toc138162467]Contact us
If you have any comment in relation to any aspect of the collection, use, security of, or access to your personal information please contact us by:
Email:		CMTEDDPrivacy@act.gov.au
Mail:		CMTEDD Privacy Contact Officer 
Chief Minister, Treasury and Economic Development Directorate
GPO Box 158 
CANBERRA ACT 2601
[bookmark: _Toc138162468]Assisted Contact
[bookmark: _Hlk534880086]If you need assistance when accessing this Privacy Policy, please contact:
[bookmark: _Toc138162469]National Relay Service (NRS)
The NRS is a government initiative that allows people who are deaf, hard of hearing and/or have a speech impairment to make and receive phone calls.

You can access the 24-hour relay call numbers using the links below: 
[image:  Make an Internet relay call]Make an Internet relay call https://nrschat.nrscall.gov.au/
[image: Make a captioned relay call]Make a captioned relay call https://nrschat.nrscall.gov.au/
[bookmark: _Hlk9341455]Speak and Listen number
1300 555 727
TTY number
133 677
SMS relay number
0423 677 767
Other NRS call numbers can be found at: https://www.communications.gov.au/what-we-do/phone/services-people-disability/accesshub/national-relay-service/service-features/national-relay-service-call-numbers
Choose the ‘Making a call’ option that suits your needs to contact one of the Telephone numbers listed above.
Translating and Interpreting Service (TIS)
TIS is an interpreting service provided by the Department of Home Affairs for people who do not speak English and for agencies and businesses that need to communicate with their non-English speaking clients.

[image: ]
TIS
13 14 50 (within Australia)
+613 9203 4027 (outside Australia)
[bookmark: _Hlk9341540]TIS Online is available at: http://tisnational.gov.au/


[bookmark: _Annex_A][bookmark: _Annex_A_][bookmark: _Toc138162470]Annex A - Whole-of-Government purposes for which we collect, use and disclose personal information
[bookmark: _Toc138162471]Access Canberra
Access Canberra provides a one-stop shop for ACT Government customer and regulatory services, and easy, streamlined way to access government information and undertake transactions with the ACT Government.  
Access Canberra is also a business unit of CMTEDD, for more information about how Access Canberra handles your personal information please review the content of this privacy policy. Access Canberra when providing services on behalf of another Directorate may where appropriate, also direct you to that Directorate’s privacy policy.  
The purposes for which Access Canberra may collect your personal and sensitive information includes, but is not limited to:
building, utilities, land and lease regulation,
Land title ownership, use and transfers, and lease regulations,
electricity, natural gas, water, sewerage and industry technical regulation,
environmental protection and water regulation,
Fair Trading and registration, inspection and regulatory services,
[bookmark: _Hlk118459857]occupational licensing, including the administration of the Mutual Recognition and Automatic Mutual Recognition scheme,
public health protection and regulation for food permits,
racing and gambling legislation, 
road safety regulation, and driver and vehicle licensing, and
administration of community safety schemes against regulated activities.
Access Canberra also manages certain ACT Government websites:
· https://www.accesscanberra.act.gov.au/;
· https://comply.accesscanberra.act.gov.au/c/comply; and 
· https://www.gamblingandracing.act.gov.au/.
Access Canberra will include your information in its “one client record”, so that it can be used in respect of any other dealings that you might have with it. Information about your identity, which forms part of your one client record, will also be used for administrative purposes including to confirm that we are dealing with the correct individual.
[bookmark: _Hlk32922699]Personal information collected in relation to proof of identity application under the ACT Liquor Act 2010, may be disclosed to:
· other ACT Government Directorates,
· Australian and state/territory government agencies, 
· law enforcement bodies,
· courts or tribunals,
· liquor licensing inspectors, and 
· third parties where a permitted exception under relevant legislation applies. 
[bookmark: _Hlk118454116]Personal information collected in relation to applications made under the Road Transport (Driver Licensing) Act 1999, Road Transport (Vehicle Registration) Act 1999, and Road Transport (Driver Licensing) Regulation 2000 may be disclosed to:
· other ACT Government Directorates,
· Australian and state/territory government agencies,
· law enforcement bodies,
· courts or tribunals,
· third parties such as Compulsory Third-Party Insurers (CTPI)[footnoteRef:4], [4:  IMPORTANT NOTICE: The Compulsory Third Party Insurance (CTPI) Scheme was replaced on the 1 February 2020 with the Motor Accident Injuries (MAI) Scheme. Under the new scheme, Canberrans will receive better and fairer coverage for people who are injured in a motor accident. Find out more at https://www.act.gov.au/maic] 

· the Motor Accident Injury (MAI) Commission and Commissioner,
· Austroads Ltd for the inclusion in their database. National Exchange of Vehicle and Driver Information System (NEVDIS[footnoteRef:5]), [5:  Austroads owns NEVDIS, a database of Australian driver and vehicle information. Austroads Ltd (Austroads), ACT Road Transport Authority, other State and Territory Road Transport Authorities, and the Australian Criminal Intelligence Commission (formerly the CrimTrac Agency) are parties to the NEVDIS Participation Agreement. Under this agreement personal information will be provided to Austroads for inclusion in NEVDIS and the personal information will be collected by Austroads and used and disclosed by parties to the agreement for the purposes permitted by the agreement. The permitted purposes are in connection with road transport, including driver licensing, vehicle registration, road safety and road transport law compliance.] 

· the National Heavy Vehicle Regulator, and
· the National Capital Authority and individuals, their agents or insurers following a report provided to the police of a motor vehicle accident, and 
· third parties or where a permitted exception under relevant legislation applies.
Personal information collected for the purposes of administering the Automatic Mutual Recognition Scheme under the Mutual Recognition Act 1992 (Cth), including for the purposes of AMR Notification and the ending of Automatic Deemed Registrations, may be disclosed to:
· Australian state and territory licencing and registration authorities. 
Personal information collected in relation to applications made under the Land Titles Act 1925, may be disclosed to:
· other ACT Government Directorates,
· Australian and state/territory government agencies,
· law enforcement bodies.
[bookmark: _Hlk75768523]ACT Digital Account
The ACT Digital Account is an online account provided by CMTEDD and provides the option for account holders to verify their identity to access services provided by other ACT Government Directorates.
The ACT Digital Account provides two levels of verification. The type of personal information collected by the ACT Digital Account depends on the account level:
· A level 1 verified ACT Digital Account- includes your name and contact details.
· A level 2 verified ACT Digital Account- includes a combination of identity documents that you choose to provide and that meet the identity proofing requirements outlined here.
The ACT Digital Account will collect, hold, use or disclose your personal and sensitive information for identification and verification purposes and to: 
· to register you for a Level 1 verified ACT Digital Account,
· to create and enable you to logon to your ACT Digital Account,
· to manage your ACT Digital Account profile details,
· to link your ACT Digital Account to other ACT Government services, including to notify you if you may be eligible for services such as concessions offered by the ACT Government,
· in program and policy development,
· upgrade your ACT Digital Account verification to Level 2,
· communicate with you about your accounts/linked services, and 
· de-activate your ACT Digital Account.
The ACT Digital Account is integrated with a growing number of ACT Government services, and personal information is shared with each service only with the consent of the account holder. 
The ACT Digital Account currently uses Salesforce, a SaaS[footnoteRef:6], to manage user data including some limited personal information. Salesforce personnel do not have day to day interaction with personal information stored in the Salesforce platform, other than strictly necessary for maintenance of the platform or infrastructure.  Salesforce does not store copies of any identity documents provided however it may hold information contained within or extracted from these documents. Salesforce is hosted by Amazon Web Services (AWS) located in Sydney and no personal information or data is sent offshore.   [6:  SaaS is Software as a Service ] 

The ACT Digital Account Privacy Statement is available at: https://www.myaccount.act.gov.au/s/privacy-statement. 
[bookmark: _Toc138162472]YourSay Conversations website (YourSay)
[bookmark: _Hlk31703650]YourSay Conversations website is the Territory’s online community engagement service. CMTEDD uses Harvest, a contracted service provider, to collect comments, votes, posts and selections you contribute through forums, interactive maps, survey and quick polls, provided via YourSay. For details of how Harvest may access personal information, please refer to Harvest’s (the Hive) Privacy Policy. The purpose for which YourSay collects, holds, uses and discloses personal information is to ensure a diverse cross section of the community is being represented in order to better inform ACT Government when delivering projects, plans and policies.
The kinds of personal information collected when you register for YourSay Conversations or participate by providing feedback for a project includes: a username (may be made public), your email address, age group, gender, and some demographic data. Some personal information, for example your email address, may be used to also inform you about these services i.e. subscribe you or notify you of new opportunities to participate, responding to your enquiries, and when administering YourSay Conversations i.e. management review of the discussion groups for trolls and spammers. If you are registered and signed into your user account, the feedback you provide may be linked to your username and demographic details. If you ‘follow’ a specific engagement project, you can opt-out of receiving notifications at any time.
CMTEDD advises YourSay Conversations participants not to provide personal information about themselves or third parties in their responses and feedback, however, at times we may collect personal information inadvertently when we collect comments, votes, posts and selections you contribute when interacting with the feedback mechanisms provided through forums, interactive maps, surveys, and quick polls. CMTEDD will always, where lawful to do so, de-identify or destroy any unsolicited personal information. More information about how CMTEDD/YourSay will handle your personal information is available at https://yoursay.act.gov.au/privacy-policy.
[bookmark: _Toc138162473]YourSay Panel
[bookmark: _Hlk31703660]YourSay Panel is a research panel designed to strengthen the ACT Government's understanding of the views and opinions of a representative sample of the ACT community. Membership is open to current residents of the ACT The YourSay Panel uses software called Alida Community provided by Alida Pty Ltd, a CMTEDD contracted service provider. Your personal information, including demographic and email details, will be stored in Alida’s cloud server located in Singapore. Limited CMTEDD staff will  have access to the personal information in order to administer the YourSay Panel.
YourSay Panel collects personal information when you participate including when you, complete surveys, quick polls, provide images and documents, pins, comments or symbols placed on interactive maps. This information is accessed and analysed by limited CMTEDD staff.  All findings released from activities completed will be summarised, de-identified and made available to Panel members and the broader Canberra community on an ACT Government website.
You must identify yourself when you register to participate in the YourSay Panel. When you register and log in, we will collect your; name (optional), email address (this will not be made public), age range, suburb, gender, household demographics. This information may be used or disclosed when responding to your enquiries, administering the YourSay Panel and complying with legal obligations.
CMTEDD advises participants not to provide personal information about themselves or third-parties in their responses and feedback, however, at times we may collect personal information inadvertently when we collect open comments in, surveys. CMTEDD will always where lawful to do so, de-identify or destroy any unsolicited information. For more information about how CMTEDD/YourSay Panel handles your personal information is available at: https://www.act.gov.au/yoursay/our-conversations/yoursay-community-panel/yoursay-community-panel-privacy-notice .
[bookmark: _Toc138162474]Shared Services
[bookmark: _Hlk31703805]Shared Services provides a range of Information Communication Technology (ICT), financial and corporate services for the ACT Government, which fall under five main functions, including but not limited to; 
· ICT - includes infrastructure, application support, technical teams ‘embedded’ within Directorates, project management and support,
· Human Resources – payroll and personnel services; includes payroll, recruitment, reporting, HR systems and support,
· Salary Packaging,
· Finance – includes accounts payable, accounts receivable, financial reporting, and taxation,and
· Record and Mail Service. 
ACT Government employees who access the services of Shared Services are supported by a Shared Services’ Service Centre which includes a Service Desk and other ‘frontline’ service support functions. 
Shared Services is also a business unit of CMTEDD, and this Privacy Policy applies but should also be read together with any other specific directorates’ Privacy Policies, Privacy Statements, Website privacy statements, that may apply to the service, function or activity you are accessing or using.

[bookmark: _Annex_B_-][bookmark: _Toc530410868][bookmark: _Toc530410783][bookmark: _Toc434933978][bookmark: _Toc500237594][bookmark: _Toc530410707][bookmark: _Hlk2090702]





[bookmark: _Toc138162475]Annex B - Detailed purposes for which CMTEDD collects, holds, uses and discloses personal information
The purposes in more detail for which we collect, hold, use and disclose personal information are:
[bookmark: _Toc138162476]ACT approved insurers/exempt employees
We collect personal information from ACT approved insurers and self-insuring exempt employers, and organisations wishing to apply for approvals. Personal information collected for this purpose may include:
job title/description, organisation, and
personal information captured in business/financial documents.
The Directorate collects this information to maintain records, provide contact information to the general public and determine market share in order to apportion the costs of administration of the Workers Compensation Act 1951 (which includes relevant costs incurred by the ACT Magistrates Court). We disclose personal information to insurers in relation to investigations.
[bookmark: _Toc138162477]ACT Government Appointments, Boards and Committees
We use personal and sensitive information to assess and manage applicants for certain appointments, board or committee memberships, and to maintain a central register of those appointments. We may collect sensitive information about diversity on a voluntary basis if you identify as:
being from a Culturally and Linguistically Diverse (CALD) background,
having a disability,
a particular gender,
an Aboriginal or Torres Strait Islander person, and 
LGBTQI+.
We may use and disclose personal and sensitive (diversity information) to Cabinet for the purpose of candidate selection, appointment start/end dates and resignations. We will not disclose diversity information for another purpose unless with consent, or where a permitted exception under the Information Privacy Act applies. 
The Directorate may also use personal and sensitive information for statistical purposes to meet targets set for gender balance and ensure diverse representation. If we disclose statistical information, it is de-identified before use or publication. 
More information about appointments and how personal information is used and disclosed can be found in the policy document Governance Principles – Appointments, Boards and Committees.
[bookmark: _Toc138162478]Administrative support
[bookmark: _Toc530410878][bookmark: _Toc138162479]ACT Remuneration Tribunal secretariat
The Directorate supports the activities of the Tribunal and provide historical and research material on remuneration, allowances and other entitlements for persons appointed to offices under the Tribunal’s jurisdiction. We hold records relating to certain offices, which may include office holder/ Tribunal members’ names, details about their duties, responsibilities and workloads and related comparative material.
[bookmark: _Toc138162480]Communications and secretariat services
The contact details of the Community Council presidents, and/or treasurers, are kept by the Communications and Engagement Unit for the purposes of communicating engagement issues and executing deeds of agreement for government funding to community councils. 
[bookmark: _Toc138162481]Business development, venues, events and arts
We collect personal information to manage a wide variety of programs to facilitate the diversification and strengthening of the ACT economy and create a vibrant community. Our activities include:
the management of facilities and venues,
provision of a range of business support programs and services to the business community; including grant (see Grants),
hospitality and events, and 
sports and recreation services including athlete scholarship.
We collect personal and sensitive information about athletes, including athletes’ personal health information, to enable the ACT Academy of Sport (ACTAS) to provide services including:
sport psychology, nutrition, sport science, strength and conditioning, and athlete career and education);,
strength and conditioning programs, and 
provision of certificates of completion for Australian Sport Anti-Doping Authority’s Pure Performance online modules.
[bookmark: _Toc138162482]Complaints and investigations
We collect personal and sensitive information to undertake investigations for compliance matters and to investigate complaints received from members of the public. This includes investigations and complaints about: 
parking operations,
environmental offences,
workplace safety, through the application of legislation around work safety, dangerous substances and labour regulation,
consumer complaints,
privacy complaints, and
complaints relating to community engagement activities.
[bookmark: _Toc530410881][bookmark: _Toc404686323][bookmark: _Toc405810154][bookmark: _Toc406416095][bookmark: _Toc411927151][bookmark: _Toc411948371][bookmark: _Toc411948535][bookmark: _Toc411948786][bookmark: _Toc412012930][bookmark: _Toc412113120][bookmark: _Toc414265602][bookmark: _Toc418771914][bookmark: _Toc530410760][bookmark: _Hlk534710127][bookmark: _Toc138162483]Closed Circuit Television (CCTV)
CMTEDD uses CCTV systems to support a safe and secure environment, in protection of its workers, community members, ACT Government assets and infrastructure. CMTEDD uses CCTV systems to monitor and record activity in a range of locations throughout the Directorate including but not limited to: 
· CMTEDD Office locations,
· Access Canberra locations, including Access Canberra Service Centres,
· CMTEDD data centres and communications rooms,
· venues operated/owned by CMTEDD, and
· events hosted by CMTEDD or external providers.
In accordance with the ACT Government’s Closed Circuit Television (CCTV) Policy, the use of CCTV within CMTEDD is for the following purposes:
· crime deterrence, investigation and evidence to support criminal proceedings,
· asset monitoring and security,
· access control monitoring,
· public safety and event monitoring,
· enhancing the response to and management of incidents and emergencies,
· regulatory enforcement and evidence for use in court proceedings,
· training, education and community engagement purposes, and
· traffic, vehicle and parking management. 
In accordance with CMTEDD’s Closed Circuit Television (CCTV) Management Procedure, CCTV devices are clearly visible and signage is clearly displayed at the entrance of the building, facility or site advising of the surveillance. Footage is only used or disclosed where permitted under law, including where there is a permitted exception under the TPPs. CCTV footage is held for 30 days, and only retained beyond where it has been held for legal/investigation purposes, in accordance with the Territory Records Act 2002.
[bookmark: _Toc138162484]Community engagement, honours and awards
CMTEDD manages a range of community engagement and stakeholder relations activities to inform policy, and program evaluation and development. We also conduct secretariat and nomination processes for certain committees, councils, patronage requests and national honours and awards. 
We may collect, use and disclose personal information to facilitate:
the functioning of various committees and councils,
the inviting and receipt of nominations for awards and honours,
the organisation of events or ceremonies on behalf of the Chief Minister, e.g., Tree planting, freedom of entry, and 
addressing community engagement issues on particular matters.
[bookmark: _Toc530410879][bookmark: _Toc138162485]Corruption, Fraud and other investigations
The Executive Group Manager, Corporate, is the Senior Executive Responsible for Business Integrity Risk (SERBIR). The SERBIR coordinates investigations into allegations of fraud and abuse of public office, that may also take the form of a Public Interest Disclosure (PID), in CMTEDD.
We collect personal information in relation to personnel matters that arise through the provision of human resources advice and supporting workplace culture initiatives. We hold an individual file for each matter or investigation.
[bookmark: _Toc530131146][bookmark: _Toc530137037][bookmark: _Toc530146894][bookmark: _Toc530147032][bookmark: _Toc530147170][bookmark: _Toc530410708][bookmark: _Toc530131147][bookmark: _Toc530137038][bookmark: _Toc530146895][bookmark: _Toc530147033][bookmark: _Toc530147171][bookmark: _Toc530410709][bookmark: _Toc530131148][bookmark: _Toc530137039][bookmark: _Toc530146896][bookmark: _Toc530147034][bookmark: _Toc530147172][bookmark: _Toc530410710][bookmark: _Toc530131149][bookmark: _Toc530137040][bookmark: _Toc530146897][bookmark: _Toc530147035][bookmark: _Toc530147173][bookmark: _Toc530410711][bookmark: _Toc530131150][bookmark: _Toc530137041][bookmark: _Toc530146898][bookmark: _Toc530147036][bookmark: _Toc530147174][bookmark: _Toc530410712][bookmark: _Toc530131151][bookmark: _Toc530137042][bookmark: _Toc530146899][bookmark: _Toc530147037][bookmark: _Toc530147175][bookmark: _Toc530410713][bookmark: _Toc530131152][bookmark: _Toc530137043][bookmark: _Toc530146900][bookmark: _Toc530147038][bookmark: _Toc530147176][bookmark: _Toc530410714][bookmark: _Toc530131153][bookmark: _Toc530137044][bookmark: _Toc530146901][bookmark: _Toc530147039][bookmark: _Toc530147177][bookmark: _Toc530410715][bookmark: _Toc530131154][bookmark: _Toc530137045][bookmark: _Toc530146902][bookmark: _Toc530147040][bookmark: _Toc530147178][bookmark: _Toc530410716][bookmark: _Toc530131155][bookmark: _Toc530137046][bookmark: _Toc530146903][bookmark: _Toc530147041][bookmark: _Toc530147179][bookmark: _Toc530410717][bookmark: _Toc530131156][bookmark: _Toc530137047][bookmark: _Toc530146904][bookmark: _Toc530147042][bookmark: _Toc530147180][bookmark: _Toc530410718][bookmark: _Toc530131157][bookmark: _Toc530137048][bookmark: _Toc530146905][bookmark: _Toc530147043][bookmark: _Toc530147181][bookmark: _Toc530410719][bookmark: _Toc530131158][bookmark: _Toc530137049][bookmark: _Toc530146906][bookmark: _Toc530147044][bookmark: _Toc530147182][bookmark: _Toc530410720][bookmark: _Toc530131159][bookmark: _Toc530137050][bookmark: _Toc530146907][bookmark: _Toc530147045][bookmark: _Toc530147183][bookmark: _Toc530410721][bookmark: _Toc530131160][bookmark: _Toc530137051][bookmark: _Toc530146908][bookmark: _Toc530147046][bookmark: _Toc530147184][bookmark: _Toc530410722][bookmark: _Toc530131161][bookmark: _Toc530137052][bookmark: _Toc530146909][bookmark: _Toc530147047][bookmark: _Toc530147185][bookmark: _Toc530410723][bookmark: _Toc530131162][bookmark: _Toc530137053][bookmark: _Toc530146910][bookmark: _Toc530147048][bookmark: _Toc530147186][bookmark: _Toc530410724][bookmark: _Toc530131163][bookmark: _Toc530137054][bookmark: _Toc530146911][bookmark: _Toc530147049][bookmark: _Toc530147187][bookmark: _Toc530410725][bookmark: _Toc530131164][bookmark: _Toc530137055][bookmark: _Toc530146912][bookmark: _Toc530147050][bookmark: _Toc530147188][bookmark: _Toc530410726][bookmark: _Toc530131165][bookmark: _Toc530137056][bookmark: _Toc530146913][bookmark: _Toc530147051][bookmark: _Toc530147189][bookmark: _Toc530410727][bookmark: _Toc530131166][bookmark: _Toc530137057][bookmark: _Toc530146914][bookmark: _Toc530147052][bookmark: _Toc530147190][bookmark: _Toc530410728][bookmark: _Toc530131167][bookmark: _Toc530137058][bookmark: _Toc530146915][bookmark: _Toc530147053][bookmark: _Toc530147191][bookmark: _Toc530410729][bookmark: _Toc530131168][bookmark: _Toc530137059][bookmark: _Toc530146916][bookmark: _Toc530147054][bookmark: _Toc530147192][bookmark: _Toc530410730][bookmark: _Toc530042219][bookmark: _Toc530048724][bookmark: _Toc530131169][bookmark: _Toc530137060][bookmark: _Toc530146917][bookmark: _Toc530147055][bookmark: _Toc530147193][bookmark: _Toc530410731][bookmark: _Toc530042220][bookmark: _Toc530048725][bookmark: _Toc530131170][bookmark: _Toc530137061][bookmark: _Toc530146918][bookmark: _Toc530147056][bookmark: _Toc530147194][bookmark: _Toc530410732][bookmark: _Toc530042221][bookmark: _Toc530048726][bookmark: _Toc530131171][bookmark: _Toc530137062][bookmark: _Toc530146919][bookmark: _Toc530147057][bookmark: _Toc530147195][bookmark: _Toc530410733][bookmark: _Toc530042222][bookmark: _Toc530048727][bookmark: _Toc530131172][bookmark: _Toc530137063][bookmark: _Toc530146920][bookmark: _Toc530147058][bookmark: _Toc530147196][bookmark: _Toc530410734][bookmark: _Toc138162486]Compliance and enforcement
CMTEDD administers or delivers hundreds of services, functions and activities (via Access Canberra and Shared Services) many of which relate to compliance and enforcement activities. 
Many of these functions or activities may permit the collection, use and disclose of information without consent, ‘where required or authorised by law’, or for ‘enforcement related functions or activities conducted by, or on behalf of, an enforcement body’, for example:
· [bookmark: _Hlk31705955]Mutual Recognition and Automatic Mutual Recognition Scheme - Mutual Recognition Act 1992 (Cth)
· ACT Compulsory Third‑Party Insurance Regulator - Road Transport (Third-Party Insurance) Act 2008, and the Motor Accident Injuries Act 2019,
· ACT Construction Occupations Registrar - Planning and Development Act 2007, Construction Occupations (Licensing) Act 2004, and Building Act 2004,
· ACT Insurance Authority (ACTIA) – Road Transport (Third Party Insurance) Act 2008, and the Motor Accident Injuries Act 2019,
· Chief Inspector Scaffolding and Lifts - Scaffolding and Lifts Act 1912,
· Clinical Waste Controller - Clinical Waste Act 1990,
· Commissioner for ACT Revenue - Taxation Administration Act 1999,
· Commissioner for Fair Trading - Fair Trading (Australian Consumer Law) Act 1992, Competition and Consumer Act 2010,
· Controlled Sports Registrar- Controlled Sports Act 2019,
· Public Sector Standards Commissioner - Public Sector Management Act 1994,
· Default Insurance Fund - Workers Compensation Act 1951,
· Director of Territory Records - Territory Records Act 2002,
· Environment Protection Authority - Environment Protection Act 1997, Environment Protection Regulation 2005, Water Resources Act 2007, Environment Protection (Noise Measurement Manual) Approval 2009 (No 1), Environment Protection (Fees) Determination 2016, Magistrates Court (Environment Protection Infringement Notices) Regulation 2005,
· Lifetime Care and Support Commissioner - Lifetime Care and Support (Catastrophic Injuries) Act 2014,
· Office of the Nominal Defendant – Road Transport (Third Party Insurance) Act 2008, and the Motor Accident Injuries Act 2019,
· Registrar General functions - for e.g., Births, Deaths and Marriages Act 1997, Land Titles Act 1925 and others,
· Registrar, ACT Architects - Architects Act 2004; and 
· Secure Local Jobs Code Registrar – Government Procurement Act 2001; and 
[bookmark: _Toc530410736][bookmark: _Toc138162487]Application for licences, permits and vehicle registration
We collect, use and disclose personal information to determine eligibility of applicants to hold licences, certificates or permits. Information about conditions imposed on a licence may include personal health information. Examples of licences or permits include: 
Construction Induction Cards,
Controlled Sports registrations,
Working with Vulnerable People (WWVP) registrations, 
building certificates,
business agents licensing,
Secure Local Jobs Code Certificates,
stock and station agents,
Trade Measurement Certifiers[footnoteRef:7] (servicing firms and public weighbridges), [7:  Prior to 1 July 2010, the purpose of these records was determining eligibility for a principal to hold a licence for trade measurement servicing under the Trade Measurement Act 1991 (repealed). As of 1 July 2010 this function has been carried out by the Commonwealth Government but the ACT still holds some records/data.] 

vehicle permits and registrations, and
Occupational registrations and licenses which are covered by the Automatic Mutual Recognition (AMR) scheme[footnoteRef:8]. [8:  More information about the occupations covered by AMR is available at https://www.accesscanberra.act.gov.au/s/article/automatic-mutual-recognition-tab-overview] 

We lawfully disclose some limited personal information through publication in public registers, including:
motor vehicle dealers,
liquor and tobacco,
security industry,
second-hand dealers,
pawnbrokers,
real estate agents,
travel agents[footnoteRef:9];, [9:  Prior to 1 July 2014 the purpose of these records was to determine eligibility for a licence as a travel agent in the ACT under the Agents Act 2003. This legislation was amended to remove the licensing requirements for travel agents, however records are maintained by Access Canberra.] 

employment agents,
X18+ film,
brothel and escort agencies,
fireworks[footnoteRef:10] , [10:  Prior to 24 August 2000, licences were issued for a short term only, for the week leading up to and the actual day of the Queen’s Birthday. The ACT has now abolished the ability to sell and use consumer fireworks.] 

hawkers,
charitable collections,
outdoor cafes,
secure local jobs code certified entities,
road verge display of vehicles and transport of dangerous goods, and
construction professionals.
[bookmark: _Toc530410737]Personal information we collect to assess licensing, certification or permits, or registration may include your:
name and contact information,
date of birth, marriage or death,
gender,
proof of identity and other relevant licences held,
concessions,
vehicle details and driving history,
qualifications, employment history and referee reports,
police record checks and criminal convictions,
details of close associates, and
additional information where the relevant Regulator or Commissioner requests in writing,
For the purposes of administering the Automatic Mutual Recognition Scheme under the Mutual Recognition Act 1992:
· Information in connection with a person’s automatic deemed registration (ADR), including:
· The person’s name and address,
· Information identifying an individual’s home state registration,
· Information relating to conditions on a person’s home state registration, which may include personal health information relating to a medical condition;
· Information relating to possible or actual civil, criminal or disciplinary action or investigations against the individual, including reasons for taking the action.
[bookmark: _Toc138162488]Information authorised or required to be on a register under ACT legislation governing the occupation.
[bookmark: _Toc138162489]Traffic enforcement
We are required to collect, use and disclose certain personal information to enforce the provisions of ACT transportation legislation. We disclose personal information generally only where required or authorised by law, to enforcement bodies, or where consent is provided. 
[bookmark: _Toc530410739][bookmark: _Toc138162490]Registers required by law
We may collect personal information to meet legislative requirements to maintain registers. Examples include but are not limited to:
· CTP Claims Register is required under the Road Transport (Third Party Insurance) Act 2008,
· Motor Accident Insurance (MAI) Injury Register is required under the Motor Accident Injuries Act 2019, and 
· Contaminated Sites Register required under the Environment Protection Act 1997.
Certain registers and the personal information they contain are required by law to be disclosed to the public domain. Examples include: Motor Vehicle Repairer Register, Contaminated Sites Register, Architects Register, Land Titles Register and Justice of the Peace Register.
[bookmark: _Toc530131178][bookmark: _Toc530137069][bookmark: _Toc530146926][bookmark: _Toc530147064][bookmark: _Toc530147202][bookmark: _Toc530410740][bookmark: _Toc530410741][bookmark: _Toc138162491]Correspondence and communications
We hold personal information in branches across the Directorate to respond to requests for information from relevant business areas or our portfolio Ministers. This includes requests for Ministerial correspondence, requests for general correspondence or feedback. 
If we receive a request from a third party, we will not disclose an individual’s personal information without their consent and authority to do so, or where another permitted exception applies under the Information Privacy Act. This includes when responding to Ministerial correspondence or general feedback enquiries. 
We use numerous communication channels to engage with the Canberra community and the public. For more information about these channels please refer to Annex A - Whole-of-Government purposes for which we collect, use and disclosure personal information. Communications and engagement activities include: YourSay, and the YourSay Panel. 
More information is also available in the section Submissions and surveys, and our Website Privacy Notice about how you may engage with us using social media platforms, for example, Facebook and Twitter.
[bookmark: _Hlk10212440][bookmark: _Toc138162492]Freedom of Information (FOI)
We collect personal information to administer the requirements for access to government information under the Freedom of Information Act 2016 (the FOI Act). Under s30 of the FOI Act, if making a request for personal information an applicant must provide evidence of identity. If an agent is acting for the applicant, they must provide evidence of their authorisation and evidence of the applicant’s identity.
General freedom of information (FOI) records are secured by staff of Information Management, CMTEDD. Access is limited to the FOI coordinator, relevant Managers and Executives, staff processing FOI requests, and TRIM administrators. We may disclose personal information in these records for the purpose of responding to a request for a review of decision to the ACT Ombudsman or an appeal to the ACT Civil and Administrative Tribunal.
[bookmark: _Toc138162493]Financial and economic management
We collect and handle personal information to manage a range of financial activities including providing economic analysis and advice to ACT Government agencies, preparing the ACT Government’s budget, expenditure review by ACT Government, and CMTEDD’s financial activities including accounts payable and receivable. 
The kinds of personal information we collect, use, or disclose when providing financial and economic management functions or activities may include your: 
name and contact information,
gender, occupation and salary information,
personal opinions,
financial details such as bank account details, credit card details, trading terms and conditions, establishing, operating and maintaining accounting systems, controls and procedures, financial planning, GST Declaration and other information associated with specific transactions, and 
claims against the ACT Government. 
[bookmark: _Toc530131180][bookmark: _Toc530137071][bookmark: _Toc530146928][bookmark: _Toc530147066][bookmark: _Toc530147204][bookmark: _Toc530410742][bookmark: _Toc530131181][bookmark: _Toc530137072][bookmark: _Toc530146929][bookmark: _Toc530147067][bookmark: _Toc530147205][bookmark: _Toc530410743][bookmark: _Toc530131182][bookmark: _Toc530137073][bookmark: _Toc530146930][bookmark: _Toc530147068][bookmark: _Toc530147206][bookmark: _Toc530410744][bookmark: _Toc530131183][bookmark: _Toc530137074][bookmark: _Toc530146931][bookmark: _Toc530147069][bookmark: _Toc530147207][bookmark: _Toc530410745][bookmark: _Toc530131184][bookmark: _Toc530137075][bookmark: _Toc530146932][bookmark: _Toc530147070][bookmark: _Toc530147208][bookmark: _Toc530410746][bookmark: _Toc530131185][bookmark: _Toc530137076][bookmark: _Toc530146933][bookmark: _Toc530147071][bookmark: _Toc530147209][bookmark: _Toc530410747][bookmark: _Toc530131186][bookmark: _Toc530137077][bookmark: _Toc530146934][bookmark: _Toc530147072][bookmark: _Toc530147210][bookmark: _Toc530410748][bookmark: _Toc530131187][bookmark: _Toc530137078][bookmark: _Toc530146935][bookmark: _Toc530147073][bookmark: _Toc530147211][bookmark: _Toc530410749][bookmark: _Toc530131188][bookmark: _Toc530137079][bookmark: _Toc530146936][bookmark: _Toc530147074][bookmark: _Toc530147212][bookmark: _Toc530410750][bookmark: _Toc530048735][bookmark: _Toc530131190][bookmark: _Toc530137081][bookmark: _Toc530146938][bookmark: _Toc530147076][bookmark: _Toc530147214][bookmark: _Toc530410752][bookmark: _Toc530048736][bookmark: _Toc530131191][bookmark: _Toc530137082][bookmark: _Toc530146939][bookmark: _Toc530147077][bookmark: _Toc530147215][bookmark: _Toc530410753][bookmark: _Toc530048737][bookmark: _Toc530131192][bookmark: _Toc530137083][bookmark: _Toc530146940][bookmark: _Toc530147078][bookmark: _Toc530147216][bookmark: _Toc530410754][bookmark: _Toc530048738][bookmark: _Toc530131193][bookmark: _Toc530137084][bookmark: _Toc530146941][bookmark: _Toc530147079][bookmark: _Toc530147217][bookmark: _Toc530410755][bookmark: _Toc530048740][bookmark: _Toc530131195][bookmark: _Toc530137086][bookmark: _Toc530146943][bookmark: _Toc530147081][bookmark: _Toc530147219][bookmark: _Toc530410757][bookmark: _Toc530042231][bookmark: _Toc530048741][bookmark: _Toc530131196][bookmark: _Toc530137087][bookmark: _Toc530146944][bookmark: _Toc530147082][bookmark: _Toc530147220][bookmark: _Toc530410758][bookmark: _Toc530042232][bookmark: _Toc530048742][bookmark: _Toc530131197][bookmark: _Toc530137088][bookmark: _Toc530146945][bookmark: _Toc530147083][bookmark: _Toc530147221][bookmark: _Toc530410759][bookmark: _Toc530131199][bookmark: _Toc530137090][bookmark: _Toc530146947][bookmark: _Toc530147085][bookmark: _Toc530147223][bookmark: _Toc530410761][bookmark: _Toc530131200][bookmark: _Toc530137091][bookmark: _Toc530146948][bookmark: _Toc530147086][bookmark: _Toc530147224][bookmark: _Toc530410762][bookmark: _Toc530131201][bookmark: _Toc530137092][bookmark: _Toc530146949][bookmark: _Toc530147087][bookmark: _Toc530147225][bookmark: _Toc530410763][bookmark: _Toc530131202][bookmark: _Toc530137093][bookmark: _Toc530146950][bookmark: _Toc530147088][bookmark: _Toc530147226][bookmark: _Toc530410764][bookmark: _Toc530131203][bookmark: _Toc530137094][bookmark: _Toc530146951][bookmark: _Toc530147089][bookmark: _Toc530147227][bookmark: _Toc530410765][bookmark: _Toc530131204][bookmark: _Toc530137095][bookmark: _Toc530146952][bookmark: _Toc530147090][bookmark: _Toc530147228][bookmark: _Toc530410766][bookmark: _Toc530131205][bookmark: _Toc530137096][bookmark: _Toc530146953][bookmark: _Toc530147091][bookmark: _Toc530147229][bookmark: _Toc530410767][bookmark: _Toc530131206][bookmark: _Toc530137097][bookmark: _Toc530146954][bookmark: _Toc530147092][bookmark: _Toc530147230][bookmark: _Toc530410768][bookmark: _Toc530131207][bookmark: _Toc530137098][bookmark: _Toc530146955][bookmark: _Toc530147093][bookmark: _Toc530147231][bookmark: _Toc530410769][bookmark: _Toc530131208][bookmark: _Toc530137099][bookmark: _Toc530146956][bookmark: _Toc530147094][bookmark: _Toc530147232][bookmark: _Toc530410770][bookmark: _Toc530131209][bookmark: _Toc530137100][bookmark: _Toc530146957][bookmark: _Toc530147095][bookmark: _Toc530147233][bookmark: _Toc530410771][bookmark: _Toc530131210][bookmark: _Toc530137101][bookmark: _Toc530146958][bookmark: _Toc530147096][bookmark: _Toc530147234][bookmark: _Toc530410772][bookmark: _Toc530131211][bookmark: _Toc530137102][bookmark: _Toc530146959][bookmark: _Toc530147097][bookmark: _Toc530147235][bookmark: _Toc530410773][bookmark: _Toc530131212][bookmark: _Toc530137103][bookmark: _Toc530146960][bookmark: _Toc530147098][bookmark: _Toc530147236][bookmark: _Toc530410774][bookmark: _Toc530131213][bookmark: _Toc530137104][bookmark: _Toc530146961][bookmark: _Toc530147099][bookmark: _Toc530147237][bookmark: _Toc530410775][bookmark: _Toc530131214][bookmark: _Toc530137105][bookmark: _Toc530146962][bookmark: _Toc530147100][bookmark: _Toc530147238][bookmark: _Toc530410776][bookmark: _Toc530131215][bookmark: _Toc530137106][bookmark: _Toc530146963][bookmark: _Toc530147101][bookmark: _Toc530147239][bookmark: _Toc530410777][bookmark: _Toc530131216][bookmark: _Toc530137107][bookmark: _Toc530146964][bookmark: _Toc530147102][bookmark: _Toc530147240][bookmark: _Toc530410778][bookmark: _Toc530131217][bookmark: _Toc530137108][bookmark: _Toc530146965][bookmark: _Toc530147103][bookmark: _Toc530147241][bookmark: _Toc530410779][bookmark: _Toc530131218][bookmark: _Toc530137109][bookmark: _Toc530146966][bookmark: _Toc530147104][bookmark: _Toc530147242][bookmark: _Toc530410780][bookmark: _Toc530131219][bookmark: _Toc530137110][bookmark: _Toc530146967][bookmark: _Toc530147105][bookmark: _Toc530147243][bookmark: _Toc530410781][bookmark: _Toc530131220][bookmark: _Toc530137111][bookmark: _Toc530146968][bookmark: _Toc530147106][bookmark: _Toc530147244][bookmark: _Toc530410782][bookmark: _Toc530410756][bookmark: _Toc530410784][bookmark: _Hlk4678606][bookmark: _Toc138162494]Grants
We manage several grant programs including:
ACT Arts Fund,
ACT Event Fund,
Sport and Recreation Grants Programs’ web-based online application system (SmartyGrants), and
grant and funding programs such as Innovation Connect Grants and the ACT Film Investment Fund. 
The information we collect is about individuals, groups and organisations and may include:
names and contact information, 
date of birth, age, gender,
employment history,
financial information,
photographs, and
any other information required by the application for grant.
[bookmark: _Toc530410867][bookmark: _Toc138162495]Insurance
The Directorate is responsible for the following insurance matters:
ACT Insurance Authority (ACTIA) – to provide insurance protection and risk management advice for all ACT Government directorates and statutory authorities, unless exempted by the Treasurer, 
CTP Personal Injury Register – a database required under section 14 of the Road Transport (Third Party Insurance) Act 2008 is maintained by the CTP Regulator to monitor the performance of the scheme,
Default Insurance Fund (DIF) – to provide access to benefits for injured workers where either their employer does not hold a compulsory workers’ compensation policy, or where the employer’s insurer cannot provide the indemnity required by the insurance policy or has been wound up,
[bookmark: _Hlk32923266]Lifetime Care and Support Scheme – to provide ongoing treatment and care to people who have been catastrophically injured because of a motor accident in the ACT, on or after 
1 July 2014, on a no-fault basis, and
Motor Accident Insurance Scheme (MAIS) – replaces the Compulsory Third Party (CTP) Insurance Scheme – provides certain benefits will be payable to people who are injured in a motor vehicle accident, regardless of who was at fault, and 
Office of the Nominal Defendant – to manage insurance claims made against it under the Road Transport (Third-Party Insurance) Act 2008, and the Motor Accident Injuries Act 2019.
We collect personal information to defend and settle claims made against the ACT Government by members of the public, and manage rehabilitation, compensation and legal action for individuals injured at work or as a result a motor incident. This includes the following information:
· name and contact information,
· date of birth, gender, occupation and duties, work location, performance reports, salary and attendance records,
· vehicle registration,
· accident reports, witness statements, rehabilitation reports and programs,
· investigation reports and any associated insurance claim details, and
· litigation details and privileged information between DIF and ACTIA and its legal advisors.
[bookmark: _Hlk29559656][bookmark: _Toc138162496]International Engagement
The Commissioner for International Engagement leads the Office of International Engagement. The Office coordinates and oversees the ACT’s international relations, driving the ACT Government’s engagement, providing strategic leadership and managing specific and targeted programs of activities. This engagement seeks to grow our international reputation and prestige and build enduring international relationships for the economic, cultural and social benefit of the ACT.
When engaging with international and mission partners (prospective, and/or, current) we may collect and use their personal information for documenting meetings, and events, formal and informal visits, trade shows, conferences, and other activities designed to support international engagement.
We may collect personal information from individuals representing the following kinds of entities when they attend activities as outlined above:
· senior staff of foreign government who are located overseas,
· Australian Government, ADF, National institutions, and/or, any of their contracted representatives,
· diplomatic and consulate staff located in Canberra,
· local and international conference and trade delegates from various sectors including business, education, defence and industry, and any of their invited guests,
· Canberra Business Council staff and members,
· International Business Councils and Chambers of Commerce staff and members, and
· Educational and research institutions and consortia.
We will only use personal information collected for these purposes for the primary purpose it was collected. We may also disclose personal information to the ACT Government Executive, and the Chief Ministers Office or other ACT Ministers, where related to the primary purpose for which it was collected. Personal information collected will not be disclosed for a secondary purpose unless the individual consents to the disclosure, or a lawful permitted exception under the Information Privacy Act applies.
[bookmark: _Toc138162497]Personnel information (ACTPS and contractors)
[bookmark: _Toc138162498]General recruitment and ongoing employment
We collect and hold information about ACT Public Service (ACTPS) staff, including ongoing staff, non-ongoing staff, and contractors. We collect this information for the primary purposes of:
· recruitment and onboarding,
· probation and performance management or performance appraisals,
· appointments to Government Boards and Committees,
· the processing of salaries, payroll, and ICT services and assets,
· providing transport to staff, including ride sharing services, public transport, taxis, or bicycles,
· security clearances and security vetting,
· workplace health and safety,
· injury management (compensable and non-compensable injuries), rehabilitation and return to work activities,
· Public Interest Disclosure (PID),
· Code of Conduct investigations,
· managing government assets such as vehicles, PCs, laptops, government provided phones, entry and exit of buildings,
· staff surveys,
· [bookmark: _Hlk120194558]workplace planning and evaluation, and
· monitoring the efficiency of government business processes and activities.
Specific kinds of personal and sensitive information collected may include but are not limited to:
· tax file number,
· police checks,
· declaration of personal interests,
· declarations of conflicts of interest,
· declarations about second jobs,
· drivers licence details,
· Uber and MyWay Card (if registered) account details,
· training records,
· Australian Government Service (AGS) number,
· next of kin, emergency contacts or family information,
· information related to security clearance,
· staff development and training details,
· workstation assessment reports,
· medical or personal health information,
· compensation details,
· salary/payment details,
· salary packaging details, including reportable fringe benefit amounts, lease agreements, vehicle insurance details and vehicle registration numbers,
· superannuation fund details,
· details of accounts with financial institutions, and
· [bookmark: _Hlk120194571]meta data and systems data from government systems (e.g., Office 365).
[bookmark: _Toc138162499]Workplace behaviour
We may use or disclose personal information related to a Workplace Behaviour investigation to other staff within CMTEDD, and/or to relevant third parties, including the complainant. Information related to a Workplace Behaviour investigation may also be disclosed to agencies which are authorised to receive information under their respective legislation, including law enforcement bodies where relevant.
[bookmark: _Toc39067895][bookmark: _Toc138162500]Injury and Illness Management
We may disclose the personal information of a staff member who has suffered a compensable illness or injury to persons within the ACT Government, including the staff member's case manager, the manager of their work area and relevant members of the Corporate Services HR team. Information can also be disclosed to third parties, including treating medical practitioners, independent specialists, any relevant third party or insurer considered to have contributed to the illness or injury, future employers and legal advisers.
[bookmark: _Toc138162501]Photo and video footage (events and venues)
Certain territory venues display notices advising patrons that entry to the venue may result in their image and voice being recorded. If any photographers attend the venue, the photographer will seek written or an online consent to use any specific photographs of patrons.
At some very large and open public events hosted by EventsACT, or third parties appointed by EventsACT, patrons should be aware that attendees may be photographed, videoed and/or recorded on audio.  EventsACT, or third parties appointed by EventsACT, can broadcast, publish, license and use any photographs, film, recordings or images without consent, or compensation. EventsACT, third parties and anyone acquiring from them a right to use the material are not liable to the subject for its use in any way.
[bookmark: _Toc530410751][bookmark: _Toc530410786][bookmark: _Toc418771955][bookmark: _Toc414265640][bookmark: _Toc412113150][bookmark: _Toc412012960][bookmark: _Toc411948816][bookmark: _Toc411948565][bookmark: _Toc411948401][bookmark: _Toc411927181][bookmark: _Toc530410785][bookmark: _Hlk7599017][bookmark: _Toc138162502]Procurement
To enable registration for prequalification and panels, and selection of contractors for the supply of goods, services and works, we may collect, use or disclose the personal information of individuals who are involved in procurement activities either as sole traders or as representative of their agency, organisation or business, for the provision of various products and services. This may include:
name and contact information,
occupation, employment history, qualifications, salary rates,
gender, date of birth, and
declarations of personal interest.
[bookmark: _Toc138162503]Property Tenancies
ACT Property Group collects, holds, uses and discloses personal information in relation to people and organisations:
seeking to occupy government-owned properties,
currently or previously occupying government-owned or leased properties,
seeking to hire government-owned venues, and
providing trade and maintenance services.
This includes representatives of community, commercial organisations, and private individuals.
We retain the information for the purposes of managing tenancies or the hire of government buildings and venues. Information held may include:
name and contact information,
date of birth, positions within companies and associations,
personal or business banking details, credit card details, and 
other personal information relevant to the hire or occupancy of the venue or building. 
[bookmark: _Toc138162504]Public art records
The purpose of these records is to keep information about the applicant during the commission or acquisition of a Public Artwork. 
Content may include:
an applicant’s contract (containing names, addresses and contact details), 
application forms, 
correspondence, 
intellectual property (including that which may be subject to copyright) and business-in-confidence protocols, 
artist designs, sketch plans, consultant designs, structural design certifications, 
civil engineering reports, site plans and 
copies of financial records.
[bookmark: _Toc530410787][bookmark: _Toc530410788][bookmark: _Toc530410789][bookmark: _Toc530410790][bookmark: _Toc530410791][bookmark: _Toc530410792][bookmark: _Toc530410793][bookmark: _Toc530410794][bookmark: _Toc530410795][bookmark: _Toc530410796][bookmark: _Toc530410797][bookmark: _Toc530410798][bookmark: _Toc530410799][bookmark: _Toc530410800][bookmark: _Toc530410801][bookmark: _Toc530410802][bookmark: _Toc530410803][bookmark: _Toc530410804][bookmark: _Toc530410805][bookmark: _Toc530410806][bookmark: _Toc530410807][bookmark: _Toc530410808][bookmark: _Toc530410809][bookmark: _Toc530410810][bookmark: _Toc530410811][bookmark: _Toc530410812][bookmark: _Toc530410813][bookmark: _Toc530410814][bookmark: _Toc530410815][bookmark: _Toc530410816][bookmark: _Toc530410817][bookmark: _Toc530410818][bookmark: _Toc530410819][bookmark: _Toc530410820][bookmark: _Toc530410821][bookmark: _Toc530410822][bookmark: _Toc530410823][bookmark: _Toc530410824][bookmark: _Toc530410825][bookmark: _Toc530410826][bookmark: _Toc530410827][bookmark: _Toc530410828][bookmark: _Toc530410829][bookmark: _Toc530410830][bookmark: _Toc530410831][bookmark: _Toc530410832][bookmark: _Toc530410833][bookmark: _Toc530410834][bookmark: _Toc530410835][bookmark: _Toc530410836][bookmark: _Toc138162505]Public Interest Disclosure (PID)
The Public Interest Disclosure Act 2002 governs the collection, use and disclosure of the personal and sensitive information which is protected. Nominated Disclosure Officers, the Public Sector Standards Commissioner and the ACT Government Integrity Commissioner manage Public Interest Disclosures (PIDs). Appointed staff in the Workforce Capability and Governance Division maintain an electronic tracking system (register) for capturing, managing and reporting information relating to PIDs received and investigated across the ACT Public Sector.
[bookmark: _Toc138162506]Quality assurance and internal audit
We hold personal information for the purpose of quality assurance and internal audit processes. This information is held by Corporate Management.
Internal Auditors are sourced from external companies and are required to sign a Deed of 
Confidentiality and conflict of interest statement that expresses how confidential information can be used and disclosed, prior to commencing the audit.
[bookmark: _Toc138162507]Revenue management
The ACT Revenue Office has its own Privacy Policy explaining how it handles your personal information. The Policy is available at: https://www.revenue.act.gov.au/privacy.
The ACT Revenue Office provides advice on revenue and taxation laws, management of the Territory’s taxation base (including the development of revenue and taxation legislation), compliance activities, debt management, administering and collecting the Territory’s rates and land tax, and administering the First Home Owner Grant scheme and other Government financial assistance and concession schemes. It also incorporates the ACT Valuation Office which is responsible for providing professional valuation advice and services for rating, land tax, stamp duty and lease variation charges and the Rental Bonds Office which is responsible for the receipt and management of rental bonds for residential tenancy agreements in the ACT.
The ACT Revenue Office collects personal information about taxpayers and individuals applying for and receiving concessions in accordance with the provisions of the ACT Tax Acts. This may include:
· name and contact information,
· details of residential properties,
· financial information,
· other personal information directly related to  revenue activities, and
· personal health information, where relevant to verify the eligibility for Government financial assistance and concession schemes.
All information collected by the ACT Revenue Office in the administration and enforcement of ACT Tax Acts is protected by secrecy provisions. 
ACT Tax Acts are defined as tax laws which include the:
· Taxation Administration Act 1999 (TAA),
· Duties Act 1999,
· Emergencies Act 2004, Schedule 1 (Ambulance levy),
· Land Rent Act 2008,
· Land Tax Act 2004,
· Payroll Tax Act 2011,
· Rates Act 2004,
· Utilities Act 2000 Part 3A (Energy industry levy),
· Planning and Development Act 2007, Division 9.6.3 (Variation of nominal rent leases), and 
· Utilities (Network Facilities Tax) Act 2006.
Sections 94 - 99 in Division 9.4 Secrecy of the TAA, requires the tax officers to respect the confidentiality of the information, sets out what are permitted disclosures, and places prohibitions on disclosure for secondary purposes, and restricts disclosures to courts and tribunals.
[bookmark: _Toc530131226][bookmark: _Toc530137117][bookmark: _Toc530146974][bookmark: _Toc530147112][bookmark: _Toc530147250][bookmark: _Toc530410837][bookmark: _Toc530131227][bookmark: _Toc530137118][bookmark: _Toc530146975][bookmark: _Toc530147113][bookmark: _Toc530147251][bookmark: _Toc530410838][bookmark: _Toc530131228][bookmark: _Toc530137119][bookmark: _Toc530146976][bookmark: _Toc530147114][bookmark: _Toc530147252][bookmark: _Toc530410839][bookmark: _Toc530131229][bookmark: _Toc530137120][bookmark: _Toc530146977][bookmark: _Toc530147115][bookmark: _Toc530147253][bookmark: _Toc530410840][bookmark: _Toc530131230][bookmark: _Toc530137121][bookmark: _Toc530146978][bookmark: _Toc530147116][bookmark: _Toc530147254][bookmark: _Toc530410841][bookmark: _Toc530131231][bookmark: _Toc530137122][bookmark: _Toc530146979][bookmark: _Toc530147117][bookmark: _Toc530147255][bookmark: _Toc530410842][bookmark: _Toc530131232][bookmark: _Toc530137123][bookmark: _Toc530146980][bookmark: _Toc530147118][bookmark: _Toc530147256][bookmark: _Toc530410843][bookmark: _Toc530131233][bookmark: _Toc530137124][bookmark: _Toc530146981][bookmark: _Toc530147119][bookmark: _Toc530147257][bookmark: _Toc530410844][bookmark: _Toc530131234][bookmark: _Toc530137125][bookmark: _Toc530146982][bookmark: _Toc530147120][bookmark: _Toc530147258][bookmark: _Toc530410845][bookmark: _Toc530131235][bookmark: _Toc530137126][bookmark: _Toc530146983][bookmark: _Toc530147121][bookmark: _Toc530147259][bookmark: _Toc530410846][bookmark: _Toc530131236][bookmark: _Toc530137127][bookmark: _Toc530146984][bookmark: _Toc530147122][bookmark: _Toc530147260][bookmark: _Toc530410847][bookmark: _Toc530131237][bookmark: _Toc530137128][bookmark: _Toc530146985][bookmark: _Toc530147123][bookmark: _Toc530147261][bookmark: _Toc530410848][bookmark: _Toc530042238][bookmark: _Toc530048748][bookmark: _Toc530131238][bookmark: _Toc530137129][bookmark: _Toc530146986][bookmark: _Toc530147124][bookmark: _Toc530147262][bookmark: _Toc530410849][bookmark: _Toc530042239][bookmark: _Toc530048749][bookmark: _Toc530131239][bookmark: _Toc530137130][bookmark: _Toc530146987][bookmark: _Toc530147125][bookmark: _Toc530147263][bookmark: _Toc530410850][bookmark: _Toc530042240][bookmark: _Toc530048750][bookmark: _Toc530131240][bookmark: _Toc530137131][bookmark: _Toc530146988][bookmark: _Toc530147126][bookmark: _Toc530147264][bookmark: _Toc530410851][bookmark: _Toc530042241][bookmark: _Toc530048751][bookmark: _Toc530131241][bookmark: _Toc530137132][bookmark: _Toc530146989][bookmark: _Toc530147127][bookmark: _Toc530147265][bookmark: _Toc530410852][bookmark: _Toc530042242][bookmark: _Toc530048752][bookmark: _Toc530131242][bookmark: _Toc530137133][bookmark: _Toc530146990][bookmark: _Toc530147128][bookmark: _Toc530147266][bookmark: _Toc530410853][bookmark: _Toc530042243][bookmark: _Toc530048753][bookmark: _Toc530131243][bookmark: _Toc530137134][bookmark: _Toc530146991][bookmark: _Toc530147129][bookmark: _Toc530147267][bookmark: _Toc530410854][bookmark: _Toc530042244][bookmark: _Toc530048754][bookmark: _Toc530131244][bookmark: _Toc530137135][bookmark: _Toc530146992][bookmark: _Toc530147130][bookmark: _Toc530147268][bookmark: _Toc530410855][bookmark: _Toc530042245][bookmark: _Toc530048755][bookmark: _Toc530131245][bookmark: _Toc530137136][bookmark: _Toc530146993][bookmark: _Toc530147131][bookmark: _Toc530147269][bookmark: _Toc530410856][bookmark: _Toc530042246][bookmark: _Toc530048756][bookmark: _Toc530131246][bookmark: _Toc530137137][bookmark: _Toc530146994][bookmark: _Toc530147132][bookmark: _Toc530147270][bookmark: _Toc530410857][bookmark: _Toc530042247][bookmark: _Toc530048757][bookmark: _Toc530131247][bookmark: _Toc530137138][bookmark: _Toc530146995][bookmark: _Toc530147133][bookmark: _Toc530147271][bookmark: _Toc530410858][bookmark: _Toc530042248][bookmark: _Toc530048758][bookmark: _Toc530131248][bookmark: _Toc530137139][bookmark: _Toc530146996][bookmark: _Toc530147134][bookmark: _Toc530147272][bookmark: _Toc530410859][bookmark: _Toc530137141][bookmark: _Toc530146998][bookmark: _Toc530147136][bookmark: _Toc530147274][bookmark: _Toc530410861][bookmark: _Toc530131250][bookmark: _Toc530137142][bookmark: _Toc530146999][bookmark: _Toc530147137][bookmark: _Toc530147275][bookmark: _Toc530410862][bookmark: _Toc530131251][bookmark: _Toc530137143][bookmark: _Toc530147000][bookmark: _Toc530147138][bookmark: _Toc530147276][bookmark: _Toc530410863][bookmark: _Toc530131252][bookmark: _Toc530137144][bookmark: _Toc530147001][bookmark: _Toc530147139][bookmark: _Toc530147277][bookmark: _Toc530410864][bookmark: _Toc530131253][bookmark: _Toc530137145][bookmark: _Toc530147002][bookmark: _Toc530147140][bookmark: _Toc530147278][bookmark: _Toc530410865][bookmark: _Toc530131254][bookmark: _Toc530137146][bookmark: _Toc530147003][bookmark: _Toc530147141][bookmark: _Toc530147279][bookmark: _Toc530410866][bookmark: _Toc530131257][bookmark: _Toc530137149][bookmark: _Toc530147006][bookmark: _Toc530147144][bookmark: _Toc530147282][bookmark: _Toc530410869][bookmark: _Toc404681625][bookmark: _Toc404686321][bookmark: _Toc405810152][bookmark: _Toc406416093][bookmark: _Toc411927149][bookmark: _Toc411948369][bookmark: _Toc411948533][bookmark: _Toc411948784][bookmark: _Toc412012928][bookmark: _Toc412113118][bookmark: _Toc414265600][bookmark: _Toc418771912][bookmark: _Toc530410880][bookmark: _Toc530410870][bookmark: _Toc138162508]Security passes
When security passes are issued, the information collected includes name, work location and identifying photos. The purpose of collecting personal information for the issuing of security passes is to assist with the:
· management of building security,
· WHS compliance, 
· security incident reports,
· emergency management of buildings i.e. fire or evacuation, and 
· to identify persons who enter the building.  
Information about staff pass usage may be also used and disclosed in accordance with the Workplace Privacy Act 2011 for the purposes of: the security of other workers and assets, audit and legal requirements, misconduct and underperformance, and to monitor the efficiency of government business processes and activities.
[bookmark: _Submissions_and_surveys][bookmark: _Toc138162509]Submissions and surveys
At times, we may consult with the community and seek written submissions or survey the public. In many cases you may make a submission or participate in a survey without having to identifying yourself. If you do identify yourself, any submission you provide us, or survey results will generally be made publicly available. We make submissions and survey results publicly available for transparency and to encourage public debate.
If you do not want your identity to be made publicly available, you must advise us at the time you make your submission that you wish to remain anonymous, or that you want the submission to be confidential. All survey results or reports are de-identified, and your personal information will not be made publicly available.
CMTEDD advises individuals not to include personal or sensitive information (their own or a third parties) in submissions or surveys, however, we may use that information to develop or improve policies and programs subject of the consultation. We reserve the right to not publish any submission or survey responses, in full or in part, particularly where a submission or survey response may contain personal or sensitive information of the individual making the submission or participating in the survey, or that of third parties.
[bookmark: _Toc138162510]Superannuation
The Asset Liability Management team holds personal records relating to superannuation for:
· the defined benefit superannuation entitlements of past and current MLAs as set of in the Legislative Assembly (Members’ Superannuation) Act 1991 and to produce annual information statements for Members and report to the ATO on Member contributions, and
· the legal determination of any outstanding superannuation liability and if a liability is identified, to calculate and financially and legally settle these liabilities.
Personal information collected may include:
· name and contact information,
· date of birth, gender,
· employment history, details of pay and allowances, superannuation fund membership details, and taxation arrangements, and
· personal information captured in current and former employees’ personnel and finance documents.
[bookmark: _Toc530131259][bookmark: _Toc530137151][bookmark: _Toc530147008][bookmark: _Toc530147146][bookmark: _Toc530147284][bookmark: _Toc530410871][bookmark: _Toc530131260][bookmark: _Toc530137152][bookmark: _Toc530147009][bookmark: _Toc530147147][bookmark: _Toc530147285][bookmark: _Toc530410872][bookmark: _Toc530048765][bookmark: _Toc530131261][bookmark: _Toc530137153][bookmark: _Toc530147010][bookmark: _Toc530147148][bookmark: _Toc530147286][bookmark: _Toc530410873][bookmark: _Toc530048766][bookmark: _Toc530131262][bookmark: _Toc530137154][bookmark: _Toc530147011][bookmark: _Toc530147149][bookmark: _Toc530147287][bookmark: _Toc530410874][bookmark: _Toc530042254][bookmark: _Toc530048767][bookmark: _Toc530131263][bookmark: _Toc530137155][bookmark: _Toc530147012][bookmark: _Toc530147150][bookmark: _Toc530147288][bookmark: _Toc530410875][bookmark: _Toc530042255][bookmark: _Toc530048768][bookmark: _Toc530131264][bookmark: _Toc530137156][bookmark: _Toc530147013][bookmark: _Toc530147151][bookmark: _Toc530147289][bookmark: _Toc530410876][bookmark: _Toc530410882][bookmark: _Toc530410883][bookmark: _Toc530410877][bookmark: _Toc138162511]Territory Records - Access
The Territory Records Office, though its ArchivesACT service, collects information from members of the public to assist them to have access to ACT government archives. This information may include:
· name and contact information, and
· other personal information provided by the researcher which is necessary or useful to identify records that may be relevant to their research such as date of birth or others’ past interaction with the ACT Government.
[bookmark: _Toc138162512]Waste and contamination management
The Directorate maintains the following database for waste management and contaminated sites management:
· controlled waste recording system database - to record details of controlled waste movements into and out of the ACT in accordance with the Movement of Controlled Waste National Environment Protection Measure including information on hazardous chemicals and waste movements, waste generators, waste treatment facilities, and waste transporters,
· waste disposal database - to record details of approvals for disposal of waste classified under the ACT’s Environmental Standards: Assessment and Classification of Liquid and Non-Liquid Waste guidelines to ACT licensed landfills and this includes information on waste types, waste generators and waste treatment facilities,
· beneficial re-use approval database - to record details of approvals for beneficial re-use of contaminated soil in the ACT including information on assessment of material, material generator, material types and amounts and re-use locations, and
· contaminated sites management database - to record correspondence, management actions and status related to contaminated land (including groundwater) in the ACT.
Personal information collected may include:
· name and contact information,
· occupation,
· other personal information captured in business documents, and
· expenses or losses which may have been incurred because of suspected or known contamination and citizen-in-confidence information.
[bookmark: _Toc457377884][bookmark: _Toc487631177]
[image: ACTGov_inline_black.wmf][image: Arts ACT-cover background.jpg]CHIEF MINISTER, TREASURY AND ECONOMIC DEVELOPMENT DIRECTORATE

MAY 2023

[image: ]	17

image1.png




image2.png




image3.png




image4.wmf

image5.emf

image6.png




image8.png
ACT

Government





image7.png
Respect > integrity > collaboration > innovation




